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16. Abstract

Data on UAS hazards and accidents is scarciesteanrecommend a lovdata probabilistic risk assessment method before
certifying or authorizing a concept of operations. UAS in urban areas face (micro) climate phenomena that are not as we
researched as phenomena facing general aviatidhegseanpresent urban weather models and their effects on UAS flight
characteristics and safety separation for informing separation guidancén#iags indicate that extreme wind shear, turbulen
and vorticity significantly degrade flight performance and aircrafienaerability, particularly during lowaltitude operations in
urban environmenjgalling for investment in advanced flight control systed&S density is expected to far exceed general
aviation density, sthe teanpropose a balanced or fair method for small UAS air traffic control and motion planning to infor
guidance development around maximum allowed densities and flight space partitioning, including around vertiports, amd
guidance around rulesf-the-road for UAS. UAS use easily availablf-the-shelf sensors that are relatively easily spoofedhso
teamdemonstrate and recommend a watermarking strategy as baseline for spesifiagt state estimation. Because UAS facg
payload restrictions and often use-get-optimizedfor-UAS sensors, a deteahdavoid architecture is explored which shares {
burden of localization between the UAS and a broader, networked sensing environment which includes Global Navigatior
Systems, signal aping techniques, reconfigurable intelligeracasfand received signal strenrgtsed localization. Empirical
results establish object detection performance at various distances to the obstacle, to inform guidance around caioerare
UAS; the teamdemonstrate an image quality metric that can inform guidance around added controller safety margins in v
vision conditions. The effects of cybattacks become significantly more pronounced in swarm or+#di§ settings, sthe team
conduct an empirical analysis of those effects, and prasticaim parameter tuning mechanisms, to inform guidance around
secure swarm deployments.
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EXECUTIVE SUMMARY

This research establishes empirical and theoretical foundations to inform Federal Aviation
Administration (FAA) guidance and policy development for Unmanned Aircraft Systems (UAS)
operations in the national airspace, particularly addressing the avoidadcmitigation of
automation failures. Key focus areas include probabilistic risk assessment, urban weather
modeling, balanced air traffic management and motion planning, advanced flight control, visual
perception for deteandavoid, sensors and infrastture for localization, robust inference and
state estimation, runtime monitoring, and cypbysical security. Each area offers evidehased
insights to support the formulation of FAA guidance and modular tools applicable across UAS
configurations anderational concepts.

Given the limited availability of comprehensive UAS hazard and accident data, the team
demonstrates a lowata probabilistic risk assessment framework that could support FAA safety
case evaluations and peertification screening of novel concepts of opers. The team
recommends that a tool such as PRREACH become a standard part of both FAA evaluations and
operatorsubmitted assurance packages for autonomous UAS approvals, especially in the absence
of largescale accident databases.

Recognizing the unique urban microclimates UAS must navigate, the research presents new urban
weather models and associated flight behavior data. These results should inform FAA guidance on
safety separation standards and environmental performance thee&irairban UAS operations.
Simulations indicate that horizontal standoff distances from building corners, smooth arc
trajectories instead of 9fegree turns, and pfeght wind assessments using hyperlocal sensors

are critical. These strategies aligrimi-AA urban integration goals and support more robust, real

time UAS decisiormaking tools. Additionally, FAA certification of flight control systems should
incorporate CFEbased simulations of control performance in uncertain wind environments,
particulaly near landing zones

To address the anticipated higansity UAS traffic in urban areas, the team proposes a balanced

or fair method for small UAS air traffic control and motion planning to inform guidance
development around maximum allowed densities and flight space pantitioncluding around
vertiports, and to inform guidance around rubégheroad for UAS. The proposed framework
shows how traffic deconfliction burdens can be distributed equitably across operators, which
should be encouraged in FAA and UAM Service Ritevipolicies. Operators should also be
incentivized to adopt distributed planning architectures for local deconfliction in tightly clustered
environments, though further investment is needed to understand infrastructure requirements and
regulatory enablers

Additionally, UAS use easily available atie-shelf sensors that are relatively easily spoofed, so

the team demonstrates and recommends a watermarking strategy as a baseline for spoofing
resilient state estimatioRAA and relevant authorities should also evaluate operator safety cases
based on their resilience to a catalog of moderate and covert sensor spoofing attacks, as defined
by the simulator developed in this effort.
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Because UAS face payload restrictions and often usgataiptimizedfor-UAS sensors, a detect
andavoid architecture is explored which shares the burden of localization between the UAS and
a broader, networked sensing environment which includes Globajati@n Satellite Systems,
signal aping techniques, reconfigurable intelligent surfaces (RIS), and received signal-strength
based localization. To reach giievel safety in dense urban corridors, the research recommends
pilot deployments of 3D airspacells (e.g., 10m3 to 20m3) and standardized fault classification
protocols both of which could shape FAA infrastructure strategy and interagency coordination
(e.g., with ICAO) Dynamic geofencing driven by Adlowered signal maps and medgnsor mesh
feedback loops should be considered for future FAA syterl safety assessments.

Empirical results on object detection performance under varying visual conditions can support
FAA and industry standaragiidance on minimum sensor resolution standards and appropriate
controller safety buffers based on visibility metrics. Additionally, a threshold metric is proposed
to determine when degraded perception warrants mission termination or rerouting, supporting
vision-based safety assurance cases.

As multtUAS and swarm operations become more prevalent, the research quantifies the impact
of cyberattacks in cooperative flight scenarios and explores tuning strategies to maintain swarm
integrity. FAA guidance should reflect the increased vulnerallitgwarms to cybephysical
interference and include standardized runtime monitoring requirementstboaot health checks

and interUAS coordination. The team further recommends that runtime monitors be synthesized
from formal specifications to avoidiman coding errorshich may help shape FAA positions on
autonomy and redlme compliance monitoring. Certification approaches should evolve beyond
traditional verifiability and instead reward demonstrated performance in simulation and test
flights, especially for adaptive and Miased controllers. A layered control approaohld be
incorporated into FAA review criteria for autonosdgiven control systems.

Collectively, the research outputs can help the FAA define performzasexl safety margins,
refine operating domains, establish approval pathways for new concepts of operations, and
prioritize research needs related to robust UAS automation, particalarigan and higlidensity
environments.The esearch outputslso point to specific areas of investment for future
policymaking and research

To accommodate thenumeroustopics covered, the following A51 Final Report is structured
as a chaptered report, with individual summaries and reference lists per unique topic.
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1 INTRODUCTION

This report presents the results of Year 3 of ASSURE project A51. In Year 3, the research was
focused on developing new guidance for highly automated and autonomous functionality in small
Unmanned Aircraft SystemdJAS) and validating this guidance. The development of new
guidance was informed by the automation failures found in Year 1 and the capability -of-state
the-art techniques at mitigating such failures, investigated in Year 2. The research covered all
levels of thantegration of UAS into the nathal airspaceThe chapters can be read independently

of each other, and the entire report can be read in a number of sequences.

2 FAIRNESS IN UAS OPERATIONS

In Urban Air Mobility (UAM) and other more general UAS Concept of Operations (CONOPS),
there will be multiple approved UAS operations occurring simultaneously. In Urban Air Mobility
(UAM) and other more general UAS Concept of Operations (CONOPs), théreewihultiple
approved UAS operations occurring simultaneously. The UAS share an airspace but might have
competing interests: one UAS getting to its destination as quickly as possible might force others
to hold or take longer routes, thus wasting timeemetgy. It is therefore important to account for
some kind of fairness or balance in the UASO t
discourage the cases where some operators may be directed to flight paths that are shorter or
trajectories thatequire less energy, at the excessive expense of others, because such imbalance
might decrease patrticipation by smaller UAS stakeholders and put their operations at greater risk
of running afoul of time or energy limitations. This chapter describes twiooaie for injecting

fairness notions into UAM. The first is through hilglvel traffic management of UAS flight plans.

The second is through multlAS motion planning and control. While our work focuses
particularly on smalkized UAS, these methods arengeal to all aircraft, including larger
passengecarrying vehicles.

2.1 Executive Summary

The teandemonstratea negotiated framework for UAS traffic management around and between
vertiports. In this framework, the provider of services to the UAM and the UAS operators
collaborate seamlessly (and automatically) to ptanesthat are safe, meet mission demands, and
distribute the cost of deconfliction fairly over the UABe cost of deconfliction is measured in
energy consumption, which is computed using a-tegkl generic approximation that is available

to all participants (thus no knowleglg@f dynamics or internal operation is requirel)e team
demonstratefeasibility in simulation for up to 50 UAS taking off evérgur at5-minuteintervals

thus striking a balance between efficiency and computational feasibility with realistioffake
cadences.

For motion planningthe teamdemonstratea fully distributed algorithm that the UAS can run to
optimize motion plans subject to a fair or balanced distribution of (normalized) energy
consumption. This motion planner can run in 4t@&ake for groups of up to 15 UAS, which is a
reasonable limit orhie number of directly interacting UAS.
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Proposed GuidanceThe teanproposs that air traffic management near vertiports (whether by
providers of services to the UAM or public authorities) distribute the cost of traffic deconfliction

over all participants, to avoid inadvertently putting most of that cost on a few operators (or

repeatedly on the same operatovghicht h e

chapteros

framework demonstrates

t he

t resaaneld shows can easily happérhis

f easi

research is needed teducethe involvement of the UAS operatofsrther, in casethe latteris a
regulatory and technical bottleneck.

The teamalsoproposegshat UAS operators be incentivized to move towards a more distributed

motion planning approach for directly interacting, small groups of UAS, to adhiex@bustness
benefits of distributed planning, including the maintenance of fair navigadodistributed

framework does place a greater burden on the communication infrastructure, so more research is

needed to understand the practical requirements of such an infrastructure.

Prototype software for the methods developed here is available at:

FiReFly repohttps://github.com/sabotagelab/quadratic_dist_opt

Fair-CoPlan repohttps://github.com/sabotagelab/fair_uam

The figures below illustrate the guidance.

___________________________________________________________________________________________________________________________________

External and Internal

e Low-level controller > Actuation
1 : 7} ‘ Safe control input
Own Ship CBF controller
Y T T T () s— I
FireFly

Paosition, linear and
angular velocities,
and acceleration

Other UAS planned inputs

N/

' All-UAS Fair Motion Fair (but potentially unsafe)
i Planner (Distributed) i Control Input Sequence

Figurel. Process diagram for FireFly guidance.
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Figure2. Process diagram for FairCoPlan.

2.2 Fair UAS Traffic Management

The teanfirst addressd the problem of failUAS traffic management. In tradition&ir Flow
Traffic Management (AFTM), strategic deconfliction is the procesadefincedblanning and
coordination of multiple flight trajectories to prevent conflicts between aircraft. The Vision
Concept of Operations proposed by Hegleral Aviation AdministratiorHAA) outlines that UAM
operators can develop and file their own operation, planthen must conform to any changes by
the Provider of Service to the UAM (PSU) for centralized strategic deconfliEaA 2020)

This can result in subptimal plans for some flights and generally limits operator flexibility.
Indeed, recent FAA reports show an increase in airspace authorization and waiver applications
from UAS operators, indicating a desire for greater latitude in planning without always having to
file formal requests with a central authorfBAA 2023a)

The team describes a prototype flight planning software that allows greater operator flexibility and
optimizes for fair outcomes while maintaining a conffrete airspace. This solution is called the
Fair-CoPlan, and it proceeds in three steps

1.The PSU constrains tald#f and landing choices fdtight operators based on current

expected trffic at and around vertiports.
2.0perators propose flight plans based on the constraints given by the PSU and known

occupancies of eroute flight sectors.
3.The PSU fairly deconflicts the proposed flight trajectories.

The teanfocusedon fairness in terms of change in path length as a result of strategic deconfliction.

2.2.1 Related Work
T he t waknbdilsls on the integer programming approach for AFTM first presented in
(Bertsimas and Patterson 1998)d expanded upon (Barnhart et al. 2012; Bertsimas, Lulli, and
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Odoni 2011; Chandran and Balakrishnan 20v)his approach, the flow of air ffi is centrally
controlled by adjusting release times to the
The final flight paths are inflexible to operators. FaoPlan difers in that operators submit their
preferred flight paths given centrally provided constraints, and these are fairly adjusted only when
conflicts arise. In a distributed approach presentgdmn, Li, and Pant 2022}he airspace is

split into separate regions, and the AFTM problem is solved locally within these regions, with
information exchanged between them as necessary. To contrasGCoPéan considers the
airspace as a single region, and path planning fovithaal flights is handedfbto their operators.

The problem of optimizing fair path lengths in motion plans of a single graup$fs introduced

in (Kurtz and Abbas 2020and reformulated as a distributed Mixed Integer Program in
(Brahmbhatt and Oregon State University 20E2)-CoPlan also optimizes fair path lengths for
single groups oUAS at a time but considers the changing state of the airspace at every new time
period and does this through a combined central and distributed Mixed Integer Linear Program
(MILP) solution.

Fair path lengths are typically not considered in AFTM formulations. More common notions of
fairness surround flight scheduling and include minimization of reversals and overtakings
(Bertsimas and Gupta 2016; Chin et al. 202h)d minimal time order deviatidBarnhart et al.
2012) Other works consider fair allocation of departure time slots based on original flight
schedulegMercedes Pelegrin and Hamadi 2023; Vossen et al. 2008)ards fairness in path
planning, the work ir{Tang et al. 2021pptimizes for equity in cost reduction from a maximal
flight cost.T h e t faimesdn®tion diers in thathe teamooksat fair change in cost from a
proposed flight plan, rather than an assumed maximal cost.

2.2.2 Problem Overview

The teamdiscretizeghe airspace into a 2D grid. Each unit of the grid is callegbaurcethat is

either a vertiport or sector of airspace. A vertiport is a collective term for land area or structure
designed fotJAS operationgFAA 2020) Each sector hasmaximum allowed number @JAS,

or capacity, associated with it. Similarly, each vertiport has set departure and arrival capacities.
The teamassumesnformation about resource capacities and current active flighteade
available through a publicly available flight database.

The teamalso assumesJAS can travel between sectors through designated corridors. Multiple
UAS can be in the same sector, up to the maximum capacity for the sector, by maintaining safe
noseto-tail separation, or taking altitueseparated passing corridors.

Flight requests need to include departure vertiport and time, and arrival vertiport and time. The
problem is to safely route all flights given capacity constraints and the current state of the airspace.
Below is an overview of h e tseluion® s

1. The PSU #ers all flight operators the following as choices from which they can plan their
trajectories:
a. Feasible departure times from the origin vertiport within a flexible time window.
b. Feasible sectors adjacent to the departure vertiport, and times the flight is permitted
in those sectors. These give direction of travel from the origin.
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c. Feasible arrival times to the destination vertiport within the flexible time window.
d. Feasible arrival sectors adjacent to the arrival vertiport, and times the flight is
permitted in them. These give approach direction to the destination.

Feasible sectors and times é@parture/arrival are informed by previously approved flight
plans that have been filed in the flight database. This initial step of assigning departure and
arrival constraints is motivated Ibiye fact that the areas of highest congestion, where risk

of midair collisionis greatest, are at vertiports and their surrounding &Fees 2023b)

Thus, his step allows the PStb premanage possible conflicts in these areas before
operators formulate their preferred trajectories.

2. Operators propose flight plans by formulating trajectories given the choices provided by
the PSU and known emute occupancies and capacities of flight resourgesen
previously approved and published flight plans available in the database.

3. The PSU deconflicts the proposed flight trajectories. Because conflicts at and around
vertiports have already been managed in Step 1, this step handles anticipatete en
conflicts. After ensuring no conflicts, flights are authorized and their plarts ifilehe
database.

The outcome of Fai€o Pl an i s not unl i ke that of the FII
Future Air Trdfic Management Concepts Evaluation T¢®ilimoria et al. 2001)Both solutions

ultimately provide each operator a sequence of waypoints defining the routeladeéthe times

the flight may arrive and remain in a sector. The kéfgdince is that in FalCoPlan the route is

devised as aegotiated solution between PSU and operator and gives greater flexibility to the
operator without sacrificing safety of the airspace.

2.2.3 Problem Formulation
In this sectionthe teanmdiscusgsthe technical components for implementing FaaPlan.

2.2.3.1 Input Data
Fair-CoPlan requires the following input data:

1 The set of incoming flight requedts

1 The number of discrete time intervdl®ver which to plan all incoming flight requests

1 The set of all airspace resouréedivided into:
o The set of wvertiports and eachés capaci
o The set of sectors andteachds capacity

1 An occupancy map that gives the numbefS for each resourceat each time step

1 The minimum time each flightmust spend in each sector

1 For each flighf, the maximum of time steps the flight allows for delay

2.2.3.2 Step 1: PSU Sett)AS Operator Planning Choices
This step is formulated and solved as an MILP with the following components:

i Decision Variables
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o] J-ﬁ . a binary variable that equalsfithe PSU decides to offer flighthe option
of being in resourceat timet, and 0 otherwise
1 Objective
o The PSU maximizes the number of sedtore choices offered to all flight
operators by maximizing the sum overcf-r1

1 Constraints

o0 Ensure occupancy of any resource at any time does not exceed the capacity

o Prevent flights from departing earlier or arriving later than their requested departure
or arrival times

o Prevent flights from operations outside of their requested departure or arrival times

o Prevent flights from departing from their origin if sectors adjacent to the origin
cannot be offered as a choice (due to potentially being at capacity)

o Prevent flights from arrivingat their destination if sectors adjacent to the
destination cannot be offered as a choice (due to potentially being at capacity)

o Ensure each flight can remain in an offered sector for at least the duration of the
flightdéds determined minimum time it mus

2.2.3.3 Step 2: Operators Plan Their Trajectory
Given the planning constraints computed by the PSU in Steach operator designs their flight
plan, whichthe teanformulates as an MILP with the following components:

9 Decision Variables
0 0  : a binary variable that equalsiflithe operator of flighf designs their flight
plan to arrive in resouraeby timet, and O otherwise
1 Objective
o0 The operator minimizesotal Delay Cost (TDC) for their proposed flight,
following the definition of total delay cost fro(Bertsimas and Patterson 1998)
1 Constraints
o Follow the PSU restrictions on departure and arrival sectors and times imposed in
Step 1
Select only one time slot for departure from the origin and only one time slot for
arrival to the destination
Do not plan to be in a sector at a time when it is expected to be at capacity
Ensure that chosen sectors in sequence for the plan are adjacent to each other
Ensure only one sector is chosen per time step
Ensure that for any sector chosen in the plan, the flight spends the determined
minimum time in must spend in that sector

2.2.3.4 Step 3: PSU Performs Fair Deconfliction
Given all operatorsd proposed plans, the PSU
This step is formulated and solved adiaP with the following components:

o

O O 0O

1 Decision Variables

25



0 Uy : abinary variable that equalsfithe PSU directs the flight plan of fligito
arrive in resource by timet, and 0 otherwise
1 Objective
o The PSU minimized DC over all flights and a fairness terfover all flights
according to the formula&YOO6 © "@Where the parametér 1 set by the PSU
manages the tradeff betweernF andTDC
1 Fairness Term
o0 The fairness terrf is included in the objective to encourage equal change in path
lengths after deconfliction for all flights. The fairness term is defined by the

equationO & wWe— & 'Q&— whered U represents the length of the
flight path adjusted by the PSU aad is the length of the flight path proposed
by the operator of flightt in Step 2. The ratie— is the normalized change in path

length of flightfand represents the fAcostof of de
Minimizing F results in similar costs distributed between flights.
1 Constraints
o0 The constraints in this step mirror those in Step 2, but applied over all considered
flights

2.2.4 Fair-CoPlan Experimental Setup
The teamevaluate the performance of FalLoPlan in a fixed airspace, and at increasing flight
demands.

The simulated airspace covers 3600km2, whicdomparable to the greater metro areas of Boston
or Detroit The airspace is discretized intpav p wrid. This is based on speeds of current top
endUAS, which can reach top cruising speeds of 112 km/hihe teansimulatel 12 vertiports,
four of which are central hub vertiports with departure and arrival capacities\@A$er five
minutes. The othagightare smaller vertiports, which are sometimes called vertigkgos 2020),

with limited operations and smaller capacitiediod UAS perfive minutes The teansetT = 18
with each time step having durationfofe minutes. Capacities of sectors adjacent to a vertiport
are set tahree while all other sector capacities are sebne For each flight the teanset the
minimum time each it must spend in sectors adjacent to vertiports randoomgdotwo. For all
other sectorghe teanset the minimum time each flight must spend in that sectuméd-or each
flight f, theteamset the maximum of time steps allowed for delathtee

The teamcreatel demand scenarios of 25, 36, and 50 flights per hour per hub vertiport. Under
each of these demand scenaritbg teamsimulatel 10 different multthour operating days in
which FairCoPlan is run everyive minutes to serve all incoming requests. Any flights not
successfully planned in the planning periatlie to infeasibility given the state of the airspace
update andesubmittheir requests. These flights are processed first before the new incoming
requests in the next planning peri@hmple flight paths from a single simulation are shown in
Figure 3. In the figure, light paths (gray lines) generated by F@wPlan under the 36
flights/hr/vertiport hub demand scenario for &®0° 60km airspace. The larger green circles are
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the vertiport hubsand the smaller blue circles are lower capacity vertistops. Darker lines indicate
more frequented flight corridors.

In all simulated dayshe teamtesed different values of in Step 3 and evaluate the average
change in flight path length against TDhe teancompare these to results to a baseline where
[ = 0. The teamalso compar@ Fair-CoPlan against the classical TFMP formulation in [14] in
terms of average TDC per flight.

601 ©
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Figure3. Sample simulated flight paths.

All steps were implemented in Python with each MILP solved using MOSEK version 10.2.
Experiments were run on a computer with aco8 3.65Ghz processor and access to 32GB RAM.

2.2.5 Fair-CoPlan Results and Discussion

2.2.5.1 Shorter Delays thanClassicalTFMP

Fair-CoPlan overall yields shorter delays than a traditional appredtich does not consider
fairness during planning. This is evidenced by comparing the distribution of average final TDC
for FairCoPlan and the TFMP formulation Figure4. The distribution for FaiCoPlan skew
further left, thus having a lower average TDC than TFMP.
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Figure4. Distribution of Average TDC between F&oPlan and TFMP.

2.2.5.2 Improved Fairness with Minor TDC Trade -offs

Almost all planning periods had some improvement in fairness for alit, with more than half

of the periods also having an improvement in TD@is is shown irFigure5, which plots the
difference in final TDC againshedifference in fairness between the baseline (wherer) and
Fair-CoPlan with varying values of positiye In the figure, each point represents the result from

a single planning period. Dashed gray lines indicate equal final TDC or fairness. Higher, positive
values (for either fairness or TDC) indicate that f&mPlan does better (in terms of fairness or
TDC) than the baselindn the few cases in which fairness decreases withGaian, this is
because fairness is only considered between the rent flights being deconflicted, and these flights
may be assigned routes through sectors in a way that unfairly blaoksflights. Figure5 also

shows that FaiCoPlan is most effective for moderate and large demand scenarios in terms of
efficiency tradeoffs. For the 25 flights/hr scenario, -BD% of planning periods result in a larger
TDC with FairCoPlan over the baselin€he other demand scenarios result in larger TDC only
30-50% of the time. This is because with smaller demand, fewer conflicts leaséng Fair
CoPlan to essentially ov@ptimize fairness. In low demand scenarios, lower valugs @dn
mitigate this.
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Figureb. Diff erence in final TDC againstftierence in fairness betwethre baselin@nd FairCoPlan
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2.2.5.3 Operationally Efficient Runtimes
The time to construct and solve all steps of f&oPlan took less thdive minutes, with Step 3

being the mostime-consuming as shown imablel. This table shows that Fe@oPlan can run

at relatively high frequency and can process all flight requests before the next batch of requests in
the following planning period. Note also that average solve times in Step 2 decrease with
increasing flight deand, reducing computational burden on the individual operator
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Tablel. Solve times in seconds for F&oPlan.

Step 1 Solve Times Step 2 Solve Times Step 3 Solve Times
(per Operator)

mean| std | min | max | mean| std | min | max | mean| std | min | max
25 flights/hr{ 8.1 [ 0.8|7.0 [9.3 |24.3 |6.5|18.6(38.9(84.4 |34.1|37.2|136.5
36 flights/hr| 12.3 | 2.0 9.5 | 16.0( 225 |45|17.5|32.8|104.1|47.1|41.9|177.8
50 flights/hr| 26.3 | 4.7 | 19.2|33.8|15.4 | 1.4|12.7|17.5/69.1 [41.9|31.4|149.1

2.3 Fair Motion Planning and Control for UAS

The teammow addressethe problem of fair motion planning and control &S sharing a sector

of airspace. Current motion planning approaches for multiple robots sharing the same space focus
on mission success and safety. These approaches may produce plans that get a few robots to their
destination quickly, but have others sperdessive energy loitering or navigating unnecessarily
longer paths before reaching their target. This is clearly an unfair outcome for all but the single
operator whose robot achieved greater energy efficiency. A fairer plan would distribute the energy
expenditure more evenly between the robots, while still fulfilling the mission objectives, and
without compromising other mission constraints.

The teanpresents distributed motion planning algorithm that explicitly optimizes for fairness in
normalized energy consumption across multiydes in the same airspace. A distributed algorithm

is necessary in settings where a centralized planner is unavailable or has limited capacity, as in the
case ofuntoweredair sectors or busy airspaces that must prioritize traditional air€radtteam
integratesthis fair motion planning algorithm into a framework that guarantees safe control,
relying on ControlBarrier Functions (CBFs) in a receding horizon fashion to ensure collision
avoidance at every time stéfhe teancallsthis solutionFiReFly, for Fair DistributedReceding

Horizon Planning forFlying robots. Example safend fair FiReFly trajectories are shown in
Figure®6.
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Figure6. Trajectories fothreeUAS under FiReFly.

2.3.1 Related Work

An overview of generaUAS path planning techniques is presented in the surfleyer et al.

2022; Rahman, Sarkar, and Lutui 202B)it these approaches do not consider any notions of
fairness FairFly (Kurtz and Abbas 2020htroduced an offline optimization method for fRIAS

motion planning with fairness in terms of flight time. FiReFly is an online optimization for fairness
in terms of energy consumption, which is not always proportional to flight time since it depends
on flight characteristics. Safety (Kurtz and Abbas 20203 guaranteed offline via an expensive
global optimization of robustness frafiRant et al. 2018)}iReFly guarantees safety online using
CBFs, which have been shown to be capable oftmaal control(Ames et al. 2017)

The work in(Brandao et al. 202@resents different formalizations for fairness in robot planning

in terms of locations visited or groups served, which are mathematically differerit fromm t e a moé s
defined notions for fairness in energy. Fair energy consumption for-bW8iteams is explored

in (Ji et al. 202Q)but for multitarget positioning, and uses a different formulation for fairness.

Other energyaware multiUAS planners include those(nBuy uk kocak, Aksaray,
2023; Zhao et al. 2021bhut these focus on total enerdfiadency of aUAS team, and not fairness.

These notions are not reducible to each other; plans that have low total energy can still be unfair
to some agents, and vice verB&ReFlylooks at the energy consumption of individusAS and

attempts to distribute it between them equitably.
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2.3.2 Problem Overview

2.3.2.1 System Model

The teanctonsides a team olN > 2 UAS modeled with discretéme double integrator dynamics.
The teanrepresergtthe control inputs of a singléAS k asOg, with a particular input at time
given by 0g 0.

2.3.2.2 ReachAvoid Mission

EachUAS has a starting position and goal position. Th&S must maintain a safe distance
between each other or risk collision. The mission space also includes static odstackRsach
Avoid mission, allUAS must reach their goal position by the end of their set time horizon while
avoiding collisions with obstacles and each other.

2.3.2.3 Fairness
For UAS motion planning and control, fairness is a property of the set of control sequences of all
N UAS, | O By .

2.3.2.4 Problem Statement

Given N UAS and a mission space with obstacles, complut®ntrol sequences such that each
UAS reaches its goal position within its time horizon without collisions, and such that fairness is
optimized.

2.3.3 Solution Overview

Solving for fair and safe control inputs simultaneously in a single optimization would require
satisfaction of multiple noefinear, norconvex constraints, which is computationally prohibitive.

The teaminsteaddealswith satisfying linear, convex constraints by handling the fairness and
safety problems separatelyhe teantakes an iterative, receding horizon approach to solving the
problem that proceeds in two steps. Fitls¢ teanoptimizes for fairness at timé¢, computingN

control input sequences (one pBS) such that eacblAS reaches its goal position by the end of

its time horizon, and such that fairnesser the entire set of trajectories is optimiz&tien,the

team adjuststhe fair input sequences, commgiN onestep safe inputéor time t such that
progress to the goal is maintained, and the difference between these safe inputs and the first inputs
from the fair sequences is minimized. The idea is thdt&kf& execute safe control inputs at every

time step and, because the process is iterative, reference inputs will always be updated to be as fair
as possible given the history of inputs.

2.3.4 Fairness Notions
The teanpresentgour fairness notions in terms of energy consumption. The first two notions are
adapted fronfKurtz and Abbas 202@¥hich applied them to flight time as a resource.

2.3.4.1 Energy Variance

The first notion strives to ensure that eblkS consumes a similar amount of energy to complete
its mission. Because different missions can require different amounts of energy to complete
makes little sense to require that@lS consume the same amount of enefigereforethe team
usesnormalized energied he teandenoteghe energy that/AS k would consume if itverethe
singleUAS in the airspace @@ . Then,the teandefinesthe normalized energ® of UAS k as
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Q —B ¢0go0 . Normalized energy is always greater than or equahtand represents the

Aenergy costo i ncr eas é&ASrutiee etvioonnemtTde fipst faireessn c e o f
notion "Q is the variance between the normalized energies, given by equ&tion

w GOIQMB KQ . Perfect fairness is achieved whi@ 1, or in other wordswhen all UAS
consume the exact same normalized enekgysuch, optimizing for this notion of fairness means
minimizing "Q

Minimizing function"Qalone might cause problematic behavior as it can for¢&A8ito consume

the same normalized energyven if there is a solution in whidBhAS can consume less energy

wi thout i ncr easi ngThethamtherdforeatrodugedtte folowingrfapresso n .
noton:" Qo6 Q6 10 6 whered 6 is aterm representing the total control energy of the
systemang  Ttis a hyperparameter that manages the todfleetween the energy term aigal
Function"Qpromotes less control energy if it does not unduly impact fairaessrding toQ

2.3.4.2 Surge Variance

Large changes of energy consumed from moment to moment (in other words, power consumption
surges) are generally undesirable. A third notion of fairtlestishe teamexperimens with seeks

to distribute such surges evenly across the robots, once they exceed a threshbigk the surge
threshold. Then a surge occurs &S, k, at timetif Q 6 'Q 6 p s 0. The total energy

surged for UAS,k,iscomputeda@ B I 0 Q 6 ps 0.Theresultingfairness notion

"Qis all UAS surges, given by equatiéQ 6 @ o & 8

The teamalso definesa notion that combinefs with the energy term to reduce overall control
energy’ Qo6 Q6 [0 6.

2.3.5 FiReFly: Fair Motion Planning with Safety Guarantees
The fair control problem of finding control inputs for a teamUAS at timed 1T can be
formulated as a convex optimization problem with the following components:

1 Decision Variables
0 The set of control input sequences oMalJAS, “I O By
1 Objective
o The UAS team maximizes fairness between their control input sequences by
minimizing one of the fairness notions defined above
1 Constraints
o Ensure allUAS intermediate states between their current state atttame their
final state at the end of the time horizon are governed by their system dynamics
o Ensure that eaddAS reaches their goal destination by their set time horizon
o Ensureall control inputs at every time step are within set control bounds
o Ensure all previous control inputs executed before tiare fixed

The fair motion planner is solved by a distributed algorithm that is a modified version of the
algorithm developeth (Pant, Abbas, and Mangharam 20@22)ch is based ofRazaviyayn et al.
2014)
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After fair control input sequences are set, denote® as the inputs for the next time step are
adjusted for safety through another convex optimization problem with the following components:

9 Decision Variables
o The control inputs for the next time stefor eachUAS,"1 O ¢ o8B oa o
1 Objective
0 TheUASteam minimizes the magnitude of the input adjustment required for safety
1 Constraints
o Ensure allUAS adjust their inputs to maintamsafe distance from obstacles and
otherUAS. This constraint is called the CBF constraint.
o Ensure allUAS adjust their inputdso mai nt ain progress towa
position. This constraint is called the Control Lyapunov Function (CLF) constraint.
o Ensureall control inputs at every time step are within set control bounds

The formulation of this convex optimization problem has the form of a-CBF controller
defined in (Ames et al. 2019)The problem is solved centrally following the approach in
(Glotfelter, Cortés, and Egerstedt 204y in a distributed manner through adapting the approach
in (Do Nascimento, Papachristodoulou, and Margellos 2023)

2.3.6 FiReFly Experiments and Results

The teamconducs two types ofsimulation experiments to evaluate FiReFly undeffealient
fairness notionsThe first investigates how FiReFly performs wdh increasing number of
obstaclesThe second investigates scaling of the numbé&tAs. Simulations were implemented
in Python,andexperimentsvererun on a partition of a higperformance computer cluster using
24 cores with a 2.1 Ghz processor and with access to 50GB RAM.

2.3.6.1 Experiment 1: Increasing Number of Obstacles

In this experimenthe teanfix esthe number oJAS (N = 5) and their starting positions. Obstacles
are uniformly randomly generated somewhere along the stimghpath between &ASO s
starting position and a single goal ar@ae teamgenerate 200 trial configurations with the
number of obstacles varying froometo five. For each configurationhe teanrunsFiReFly for

all fairness notions with both tleentral and distributed safe control formulatiofike teamalso
runsFiReFly with central safe control and without any fairness notions as a baseline.

Figure7 shows results fdive UAS with anincreasing number of obstacléission success rates

are shown in the bar plot on the lefthe bar plot on the right showhe rate of fairness
improvement over the baseline for FiReFly with central safe controller under different notions of
fairness The horizontal lines show the results for FiReFly vattistributed safe controllefThe
legend on the right plot also applies to the left.

Mission SuccessThe teandefines the mission success rate as the total numbEAS to reach
their goal area (withif time units) divided by the total number@AS in all trials. FiReFly with
distributed safe control achieves better 100% mission successassown by the horizontal
lines in the left plot irFigure?. The bars in this figure show that FiReFly with central safe control
also improves mission success over the baseline, thbegieanmseeghis success rate decrease
as the number of obstacles increases.
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Figure7. Results for FiReFly Experiment 1.

Fairness: Figure7 also shows thaiReFly with distributed safe control improves fairness over
the baseline in 100% trials. In contrast, FiReFly with central safe control improved fairness over
the baseline only a small fraction of the time.

2.3.6.2 Experiment 2: Scaling number ofUAS

In this experimentthe teamassessethese scaling effects on runtime of FiReFly fb&AS team
sizes ofd  xhp tp ¢p b fv 1 The teanfixesa single obstacle at the origin and randomly
placesUAS starting and goal positions aroundRbr each team sizéhe teamgenerate20 of
these random configurations anghs FiReFly for all fairness notionsThe teamfocuseson
distributed FiReFly in this experimergiven that it had the better performance over the two
different safe control formulations in ExperimenMission success rates were nearly 100% for
all team sizes.

Runtime: The teancompareghe runtime of FiReFly to that of FairF{iKurtz and Abbas 2020)

a stateof-the-art UAS motion planner, imable2. For both approaches, the reported runtimes are

for the time it takes to compute an input for a single timestep. FiReFly is faster than FairFly in all
UAS team sizes, and growth in runtime is also slowerassessing runtimes, timeout is declared
afterfive minutes. To reduce runtime for &0AS, the teanran FiReFly without any online fair
re-planning and simply using the safe controller to track the initially planned fair trajettay.
teamfound that while this saves computation time, fairness worsens. Thus, a balance can be
achieved by rglanning every few steps.

Fairness: Fairness generally improved as team size grew aggam size of 15The teansees

this in Figure 6which shows the mission success rates on the left plot and fairness improvement
rates on the right plot f@anincreasing number &JAS under FiReFly with distributed safe control
Nearly 100% mission success is achieved for all fairness notions.
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Table2. Runtimes in seconds for FairFly and FiReFly.

FairFly [51] Distributed Fi Rel
Tot al Runti me|Fair Planner Safe Control
# OAS me an std ma X mean std max | mean std max
7 35.742 (12.132|46.462 |0.00/0.0¢0.030.010.00¢0.012
10 78. 644 |17.453|104.0510.00/0.0¢0.020.010.00¢0.012
12 63.446 [29.451|102.5030.00/0.000.030.010.00¢0.01
15 109.71123.950(138.048§0.010.000.030.020.000.02
20 TI MEOUTTI MEOU1TI MEOU10.00/0.000.020.020.000.02
50 TI MEOUTTI MEOUTTI MEOUT10. 01 0. 0¢00.010.050.000. 05
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Figure8. Results for FiReFly Experiment 2.
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3 PRREACH: PROBABILISTIC RISK ANALYSIS USING
REACHABILITY ANALYSIS FOR UA SCONTROL

Some ommercialUAS operations in th@ational airspace systefinst require approval through
the FAAOGs Part (U9 DepanraentwfeTransportatian €D03) Federal Aviation
Administration (FAA) 2024b, 107)rhis waiver process requires risk assessment and mitigation
strategiesA common definition of risk ishe probability of a bad event occurring multiplied by
its severity, and this definition esdopted in this chaptefhus a low-severity event that occurs
frequently, or a higitisk event that occurs rarely, might have comparable mskisk assessment
must be done for all potential hazard outcome eviertg.,collision with a persomr crashing
into a buildingi given potential hazard causés.g, a broken rotor, strong winds, or sensor
malfunctions Existing frameworks that evaluate risk OAS operations us@robabilistic risk
analysis methodologies(A11L.UAS.69 U.S Department of Transportation (DOT) Federal
Aviation Administration (FAA) 2024) commonly known as Probabilistic Risk Assessment
(PRA). PRA relies on conditional probabilities of hazard outcomes given hazard cthesas
conditional probabilities must lmmputed from historicdlAS incident dataHowever there is
very limited data and thismakes realorld implementation of PRA frameworks difficuftnot
impossible Furthermore, classical PRA does not include contridieel strategies for Hilight
UAS risk mitigation but relies entirely on priight assessment3 hereforgthere is a need for a
PRA that can be performed in lesata regimes, and which can be executedlmiat as well as
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in-flight. In this chapterthe teanmdemonstratesow automation of control functionalities-toard
UAS makes such an approach possible.

3.1 Executive summary

The teamusal reachability analysis to formalize an evaluation of risk fdlAS0 concept 0
operations The teamcalls this new PRA tool PRREACH. Using real data from the city of
Philadelphia and common dynamical models of Uh8,teandemonstratethat PRREACH can

reduce risk of collision with a person by u@®&o through offline, prélight risk assessment, and

up to 87% through Hflight risk assessment, with the cost being greater control effort and distance
offset from theUASG s f i n a |, but stillsweli withantacceptable norm3hese results are

obtained for a variety of modeled hazard causestikeg winds, broken rotorandsensor errors.

Proposed guidance:The teamproposeghat reachabilitypbased PRA, such as demonstrated in
PRREACH, become a required part of the evidence submitted by a UAS operator for approval of
their CONOR, at least as long as reliable, clean data on hazard outcomes and hazard causes
remains scarce. In the absence of such-data risk assessments, assurance cases remain
incompleteand qualitative at bestThe teanproposeshat a lowdata risk analysis tool, such as
PRREACH, become a st an darmrcdrifigaton efforts for attdnenmowsut h o r
UAS operations.

Prototype software available [atps://github.com/sabotagelab/PRREACH/tree/main

3.2 Traditional PRA and Limitations

The FAA has established safety and risk management protocols through orders such as FAA Order
8000.369C, which outlines the Safety Management System (SMS), and FAA Order 8040.4B,
which defines the Safety Risk Management Policy (SRMP). These frameworlks aseithe
foundation for assessing and mitigating risks in aviation operations.

According to FAA Order 8040.4B, SRMP delineates the procedural requirements for executing
Safety Risk Management (SRM) within the FARM is one of four integral components of SMS,
alongside Safety Policy, Safety Assurance, and Safety Promotion. The SRMP process consists of
five essential stepdi) system analysis(ii) hazard identification(iii) risk analysis,(iv) risk
assessment, arfd) risk control.

Previous PRA frameworks fddAS generallyfollow this standard sequence. The ASSURE
project(A11L.UAS.69U.S Department of Transportation (DOT) Federal Aviation Administration
(FAA) 2024) presenteduch @ramework that at a high level works as follows:

For a given CONO$&of aUAS, including its origin, destination, flight times, and other information
pertinent to its mission, first enumerate all possi@eard causes undesirable external factors

such as strong turbulence, low fuel, faulty sensaaad all possiblénazard outcomes adverse
results such as collisions with other aircraft, people, or buildings. Then identifyritioal
locationsat which to evaluate risk, defined as the likelihoogmmbability of a hazard outcome
multiplied againsthe severity of the outcome. For each of these critical locations, use historical
UAS incident data to obtain the conditional probability of each hazard outcome given each hazard
cause, and unconditional probability of each hazard outcome at each critical location using
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Bayesian statistical methods. With these hazard likelihoods in hand, traffic light tables can be used

to determine the risk level at every critical location. Then, fusion rules will aggregate the risk levels

to compute an overall assessment of the CONOPFi nal |y, a dAafly or no f
for the UAS request based on the CON®RBRssessment. While this framework provides a
mathematically rigorous, quantitative process for assessing rislAfgispecificoperationsit has

some limitations

First, historicalUAS incident data required for computation of the conditional probabilities is
limited and thus necessitates the use of broad assumptions in the risk assessment. Second, the
framework only considers categorical hazard causes. For example, it can modeséneg

absence of wind acting on thiAS, but not the wind speed. Third, while risk can be evaluated at
many separate locations, the fusion rules ultimately produce a single assessment for the CONOPs.
This may result in overly conservative decisionssfme CONORPiIf very high risk is determined

at a particular location that th$AS can simply avoid with a riseware controller

The forthcoming approach PRREACH addresses these limitatiatead of relying on limited

UAS incident data, PRREACH can rely on public and readily availdBlg dynamics and open

source spatial data for relating hazard causes to hazard outd®RREACH can incorporate
continuous hazard causes, such as wind spetdits risk assessmentVhere previous PRA
frameworks average risk over the entire airspace, PRREACH uses reachability analysis to compute
risk over only the feasible trajectories of HHAS. Finally, where previous PRA frameworks do

not provide methods for iflight control, PRREACH can produce rilounded controllers
computed offline before takeff or online during flight.

3.3 Reachability Analysis

Reachability or reachability analysis is the computation of the set of future states of a dynamical
system from some initial set of states. These sets are cadled setsAlgorithms are available

for computing the reach sets of discréitee andcontinuoustimelinear, nonlinear, deterministic

and stochastic systems, with many specializations for various Gémeteanrefersto (Althoff,

Frehse, and Girard 202ahd (Bak and Duggirala 2018nd the references therein for a deeper
background on reachability.

Existing control methods for robotic systethatuse reachability tensuresafety include the work

by (Kousik, Holmes, and Vasudevan 201@&hich computes the reach set over all trajectories of

a UAS and finds the subset of safe trajectories within the reach set that do not intersect with an
obstacle. Similarly(Liu et al. 2023¥indsrisk-aware trajectories of a ground vehicle are found by
first computing reach setdfldne that overapproximate all possible trajectoriefl me and then
usingchanceconstrained optimization online to find a trajectory that has a chance of collision less
than some threshold. The work(Michaux et al. 20243lso computes readets dfl ine and then

finds collisionravoidant trajectories within the reach set through online optimizdiinuses a
neural network to formulate a safety constraint in the optimization.
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3.4 PRREACH Operational Steps

PRREACH exists currently as a prototype software solution. We envision PRREACH can be
applied by regulators evaluating risk of proposed UAS operations and can aid operators in
developing risk mitigation measuréshe process for operators would waddollows:

1. If a hazard causiesensor error, broken rotor, or strong wiidsccurs before flightuse a
precomputed PRREACH controller to guarantee risk below a set thre€hblerwise
proceed with nominal flight controllers.

2. If no hazard cause is present initially but occurs later during fgtiier

a. switch to the PRREACH controller that was precompufihe for the hazard
cause, OR

b. if time and compute resources are available, compute a new PRREACH controller
online

3.5 PRREACH Technical Components

3.5.1 UAS CONOPRs, Dynamics, and Reach Sets

The teamdefinesa UAS CONOPto include theset of possible initial statesf the UAS, the
destination of th&JAS, the time horizon over which théAS must travel from its initial state to
the destination, and tlgeneralized dynamiasf the UAS.

The generalized dynamics of tbAS is a collection ofinear, discrete timelynamics under each
possible hazard cause, incluglithe case when no hazard cause occurs

Reachability analysis is then used to compute the reach sets over time given the set of initial states
and the generalized dynamics.

3.5.2 Hazard Maps and Risk Estimation
PRREACH use$iazard mapto model theprobability of hazard outcomesccurring at different
locations Hazard map arebased on variousnvironmental and operational factoisuch as:

1 Population density(risk of UAS colliding with a pedestrian)
1 Structural density (risk of UAS impacting buildings or infrastructure)

3.5.3 Markov Process Modeling dJAS Risk
PRREACH computes risk bynodelng UAS motionasa Markov process

1 Eachreach seis treated as Wlarkov state

1 TheUAS transitions between Markov states over time

1 At each Markov state, the probability othazard outcome occurring in the reachiset
computed using the hazard map.

1 A hazard outcome occurring is treated as a transition to a terminal Markov state
representing mission failure or an emergency landing.

3.5.4 Risk-Bounded Control Optimization

PRREACH includes a control algorithm thaptimizes th&JAScontrol gainso maintain efficient
operation while bounding theomputedrisk. The algorithm consists of solving an optimization
problem to determine a controller gain matrix that is close to that of the original controller
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associated with the dynamics but is constrained by some appropriate risk thrésbofgputs to
thealgorithm are:

1 The set of initial states of tHeéAS

1 The dynamics associated with the hazard cause in question, taken from the generalized
dynamics defined for theAS

1 The hazard maps associated with the hazard outcomes in question

T The risk threshold for the operation, defi

3.6 PRREACH Implementation and Experiments

3.6.1 Hazard Outcome Maps

The teanctonsideredwo hazard outcomes maps thgpresent the probability of collision with a

person andheprobability of collision with a buildingBoth hazard maps are represented as degree

three polynomials approximating the population and building density of city blocks in

Philadelphia, PA, available through an open data repository of census {{DyksDataPhilly,

n.d.)

3.6.2 Hazard Causes
For the experimentsthe teamuseal the UAS dynamics model fronfSabatino 2015and modify
the dynamics equations appropriately for the following hazard causes:

1 Deficient Rotor: Reduces overall control of th#AS, whichthe teammodekdby scaling
the control matrixn the dynamicdy afixed coeffcient
1 Sensor Error: Reduces accuracy in controlling tddS6 s p o s i tthedeeam whi c h

modekdby altering the position components in the drift matrix in the dynamic
1 Wind Disturbance: Pushes théJAS outside of its nominal trajectorythe team
modekdthe wind disturbance as a vector addedtdtA86 s st at e

Under each of the hazard caust#® teamcomputel a Linear Quadratic RegulatofLQR)
controller as a baseline controller that is not optimizegdoice theisk of any hazard outcome.

3.6.3 Experimental Setup

The teamimplementedhe operational process for PRREACH described in Section 2.8aand
two experiments. The first precomputes PRREACH controdiflime, assuming the presence of
a hazard cause before flight. The second computes PRREACH contoolieesafter a hazard
cause occurs.

The teamset up aCONOPIn which theUAS must maintain its altitude and fly over a group of

city blocks whose population and building density are modeled by the hazard outcome maps
discussed in Section 2.5.The teamset the operational risk threshold to the risk evaluation
generated by the baseline LQR controller under dynamics when no hazard cause isTgngsent
ensures the resulting PRREACH controllers do not produce trajectories whose overall risk exceeds
that of trajectories produced under normal conditions with no hazard cause.
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For the first experimenthe teanran the PRREACH control optimization for each hazard outcome
map and hazard cause combinatibhe teamcalledeach output result RRRoffline controller.

The teantompareé the trajectory it generates from the initial position with the trajectory generated
by the LQR controller in terms of risk and final distance to the target.

For the second experimerihe teamran the PRREACH control optimization online for 100
simulated flights, each from different initial positions, and with a hazard cause occurring at a
randomly selected timél'he teamcalled each output result BRRonline controller. The team
compare the risk and final distance to target of the trajectories generated byofiRR and
PRRonline controllers from the time the hazard cause occurred.

Simulations were implemented in Python using SciPy for solving the optimization. Experiments
were run on a computer with arc8re 3.2Ghz processor and access up to 32GB RAM.

3.7 PRREACH Experimental Results

Figure9 shows example trajectories from P®Rline controllers On the leftof this figure,there

are exampleUAS trajectories over a heatmap representing population density of city blocks in
Philadelphia. The blue line shows the nominal trajectory over this area towards the target given by
ared dot. The orange line shows the trajectory whed A&experiences a deficient rotor, causing

it to fly over a more densely populated area. The light green and blue rectangles show the reach
sets of theUAS with the deficient rotor. On the righthe same heatmap and nomihdAS
trajectory are shown The orange lia here shows th&AS trajectory using a PRRffline
controller, which directs thg AS away from the more densely populated regions. This results in
the reduced risk evaluation from 0.79 to 0.61 between the left and right plots, at the cost of the
UAS on the right being further from the target at the end of the time horizon.

Hazard cause: rotor, Risk: 0.79 Hazard cause: rotor, Risk: 0.61
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Figure9. Example result from PRREACH Experiment 1.

3.7.1 Reducing risk for greater distance to target

Fromthefirst experimentthe teanfound that a trajectory produced by the R&fRine controller

has lower initial overall risk than that of the LQR controlldre tradeoff for lower risk compared
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to the LQR controller is a greater distance between the final state in the trajectory and the target
destinationTable3 shows this risk reduction and increase in distance of thediiRe controller

produced trajectories as a percentage of those of the LQR conffbletrajectories produced by

the PRRoffl ine controller reduce the risk of collision with a person or building in the presence of

a hazard cause, but at the expense of greater distance to the target at the end of the time horizon,
for all three hazard causes.

Table3. PRREACH Experiment 1 Results.

% Reduction in Risk

% Increased Distance to Target

Hazard Cause Person Building | Person Building
Deficient Rotor | 23.55% 1.62% 598.90% 780.10%
Sensor Error 8.10% 1.40% 33.87% 89.50%
Wind 25.52% 3.27% 3.15% 0.31%

It was found int h e

t se@madoesperiment that by-selving the PRREACH control
optimization at the time the hazard cause occurs and using the resultingnitRcontroller,

rather than simply switching to the PRiRline controller, the resulting trajectqrgn average

will have even lower overall risk from the point the hazard cause oddussmeans that overall

risk can be further reduced byaptimizing theUAS controller with upto-date information at the

time the hazard cause occursirthermore, the distance between the final state in the trajectory
and the target destination was on average closer for trajectories produced from tbaliR&R

than the PRPoffline controller For the sensor error and wind hazard causes, the trajectories would
result in a final psition that is closer to the target than that of the LQR contrdllable 4
summarizes these results. The table repodasage risk reduction artdeincrease in final distance

to target of the trajectories produced by the Ri®Rne and PRFonline controllers as a
percentage of the risk and final distance to target of trajectories produced by the LQR controller.
Results were averaged over 100 trajectories in which the hazard cause occurred at random times
in flight. Trajectories pduced by the PRRnline controllers resulted in greater risk reduction

than the PRROffli ne controllers, as well as lower distance to the tahggsome cases, PEHRRACH
trajectories would result in a final distance to the target that is lower than trajectories from the
LQR controller, as indicated by the negative vaingse table.

Table4. PRREACH Experiment 2 Results.

Average % Reduction in Risk

Average % Increased Distance to Targe

Person Building Person Building
PRR- |PRR- |PRR- PRR- PRR- PRR- PRR- PRR-
Hazard Cause| offline |online |offline |online |offline |online offline online
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Deficient
Rotor

Sensor Error

Wind

23.62%

8.46%
24.02%

47.84%

43.90%
53.46%

3.98%

3.29%
3.18%

24.25%

25.03%
29.39%

311.07%

37.87%
-4.05%

42.70%

-27.58%
-27.83%

417.17%

108.89%
2.16%

80.46%

-16.77%
-37.19%

Figure 10 visualizes trajectories from a single simulation of this second experifieatfigure

shows tajectories produced by an LQR controller (blue), a RifRne controller (orange), and a
PRRonline controller (green) under the wind hazdrde trajectories depict tHéASO s
path under each of the controllafter the hazard cause occurs +fiight. The heatmap shows the
building density. Outside the heatm#pere is no risk of collision with a building. The PRRCH

controllers produce trajectories that spend less time over buildings as compared to the LQR
controller, and the trajectory frothe PRRonline controller ends up closest to the target point

(red dot).

y position

51 X Target

—e— Trajectory under LQR
—=— Trajectory under PRR-offline
—— Trajectory under PRR-online

1

X position

!

Figure10. Example result from PRREACH Experiméht

3.7.2 Optimization Runtime
Runtime to solvethe PRREACH control optimizatiomaries depending on the hazard cause
dynamics, with the range of averages for the dynathedseanchose being-$3 seconds. Over

all simulations, the maximum time to compute a controller took almost 400 seconds under the

wind hazard cause. The maximum, average, and standard deviation of runtimésen

second experiment are reportedable5.
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Table5. PRREACH optimization runtimes.

Person Building

Average | Max Std Average K Max Std
Hazard Cause Dev. Dev.

Deficient Rotor | 8.829 11.457 | 0.812 9.524 11.070 |1.147

Sensor Error 7.994 9.969 |1.031 9.424 10.763 | 0.965

Wind 53.630 396.593| 68.337 | 16.899 | 38.678 | 10.774

3.7.3 PRREACH in Practice

For aUAS CONOBP, if some deviation to the target can be tolerated, and thus accounted for with
longer flight times, PRRACH provides an filine tool for operators to prepare controllers for
mitigating risk of hazard outcomes undéif elient hazard causes. If online compute resources are
available, and operations can allovseveralsecondbuffer for computation, using PRFACH

online further improves Hflight risk mitigation, in some cases without compromising distance to
the target. For dynamics which online computatibRRREACH may take too much timePRR

offline controller can still be used for-flight risk mitigation.
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4 RUNTIME VERIFICATION

A group of flying UAS, which may or may not be under the purview of a single operator,
constitutesadistributed systerma system of interacting independent ageRegardless of such a
systembébs design process, it i's necessary to
UASOG internal operation (such as andsabilitypthens of
interaction between UAS (such as sandlextergal r equi
events likeelectromagnetic intégrence, sudden gust turbulence,. &onitoring systerrwide

behavior (that is, the latter kind of iHBIAS interactions) is as challenging as iessentiafor

runtime safety given the uncertainty inherent in UAS operatiofisday systemwide runtime

monitoring israrelyused (see previous reports from this projeti)l , low UAS density partially

explains this, buthe teamnotes that what is not monitored is also not known (there is a real
problem with undereporting UAS incidents), and that effnt errorfree methods for runtime
monitoring of UAS groups are not available. In this chapierteandemonstrateprecisely such

a methodincluding its limitations and recommendations

4.1 Executive Summary

The teandeveloped a monitor synthesis algorithm for general distributed @fipegical Systems,

of which UAS groups are a special ca¥eh e t maitod synthesis algorithms take in a
requirement informal temporallogic andproduce a provably correct runtime monitor for the
requirement. Criticallyt h e trmom@tondcan handle drifting clocks in continuous time, run in

an incremental fashion, and provide a verdict (safe/unsafe) at every moment in time. This is the
first ever monitor synthesis algonithfor this settingT h e t anaysi®demonstrates that werst

case computational complexity is logarithmic in the size of the formula, exponential in the number

of agents, and |inear in the frequency of the

Recommended guidanceThe teanproposeshat every UAS havenboardruntime monitors for

continuous checking of its own health and operations, including distance to (static and moving)

obstacles. These dyoard monitors ought to be synthesized automatically from the formal

requirements tceensure errofree code For monitoring inte#tJAS operation,the teamneeds

research on establishing the degree to which clock drift can affect UAS operations for common
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UAS platforms with offthe-shelf components andevelopinga regulatory framework for inter

UAS communication on safetyitical tasks (such as monitoringJ.he team recommends
establishing baseline requirements on théoard compute needed to processrtbeessarget

of monitored signalsGiven the correctness guarantees on the monitoring code, it is now possible
to focusfutureanalysis on the formal requirements themselves, and whether they capture designer
intent comprehensively enoudhhe figure b®ow illustrates the overall process.

External and Internal . .
Sensors }7 Perception ’7 Low-level controller —* Actuation
' A
. Own ship
Verdict Monitored =
S — O o signals = -
* At Design Time '
77777777777777777777 1 Y
i . . Monitor code | - Central
Formal requirements —— thesi = Runti it — (Pow
* (from experts | synthesis | : untime monitor =S a

or machine-learned from
. previous iterations of
. system)

Figurell A process diagram for the runtime monitoring guidance.

4.2 Distributed Monitoring

Challenges faceuntimemonitors in the distributed UAS setup, which is a special case of the more
general distributed cybgrhysical system setup: first, as UAS include a physical aspect (e.g. the
UAS' motion or battery level), the monitors measure and compute over sigdalssmtimeaka
continuous timeSo,f or any finite time span, t here are
Second, the individual UAS that make up the distributed system each have a local clock, and these
clocks drift from eaclother. Thus,when two UAS report a value of their signal at local tione

these two values are not necessarily synchronBosthe monitor must find a reasonable
interpretation of the tempor al constraints, s
second® In such a requirement, on which clock are the N seconds to be measured? Third, if a
monitor returns only a single possible violation (or satisfaction) of the requirement or spec, the
corresponding global state producing this violation may not provide eniofgyimation for
debugging purposes, since other possible global states (other ways of resolving the cgficurrenc
may reveal more or different violations; rather, a set of possible global states that violate the spec
would be more useful.

In this work the teanaddressethese challenges for partially synchronous distributed systems like
UAS. Such systems use an algorithm like N{NRills et al. 2010)to keep their clocks within a
known bound- of each other; signal values occurring within arof each other might be
concurrent. Given a temporal logic specification whose constraints refer to dense global time,
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which cannot be measured by the ageinth, e taly@itinré somputes, to arbitrary precision,
the set of all possibly concurrent moments that satisfy the specificatierieanfirst generalize
satisfaction signaléMaler and Nickovic 2004)o this partially synchronous setting and express
them as a function afensetime satcutsfirst introduced byKoll et al. 2023) which are possibly
concurrent moments on the drifting clocksh e t @garithinghen works by analyzing the
geometry of partially synchronous medtimensional time and performs geometric manipulations
on satcut polytopes. Finallfhe teamderivesan online monitoring algorithm with provable
approximation guarantees.

The teanuse Signal Temporal Logic (STiMaler and Nickovic 2004as specification language.

STL is widely wused for specifying requirement
between 0 and 100 ms, a critical separation is followed, 6 to 10.5 ms later, by a negative
acceleratoom Using a f or mal tempor al |l ogi c as a s|

ambiguity of imprecise specs, as well as produce a monitoring algorithm which does not need to
be redesigned when the spec changes.

4.2.1 Related work

Existing logics for specifying properties of distributed syst¢éBesin et al. 2011; Baumeister et

al. 2021; Sen et al. 200dp not preserve the abstraction of a single synchronized system for the
control engineer designing the UAS. More work has been done on monitoring of distributed
systems in general, most of it in discrete or logical time, sudffrase and Pigourier 2002;
Ganguly et al. 2022; Tekken Valapil et al. 2017; Zhao et al. 280Bsult from(Chase and Garg
1998) shows that the complexity of monitoring such a system in general-oMplete. Two
paperqKaoll et al. 2023; Momtaz et al. 2023@jidress monitoring densiene distributed systems,

but only for boolean predicates and not temporal logic specifications. Fi(Mtyntaz, Abbas,

and Bonakdarpour 2023)oes online STL monitoring using an SMT solver, but only returns
whether the spec is satisfied at time 0, while teamreturnsall such (possibly) concurrent
moments, thereby computing the entire satisfaction signal. By considering a fragment of STL that
still includes all temporal operatorthe teamprovidesa custom algorithm that avoids the
uncertainty of SMT runtimes and their dependence on the particular SMT encoding tiWghile
teamhasnot yet implementethe algorithm, leaving a comprehensivepeximental evaluation to
follow-on work,the teanis also able to characterize the algorithm's complexity directly in terms
of meaningful quantities, like the number of agents and the qualityhok  tappeormdasions.

4.2.2 Contributions
In this work the teanprovidesthree primary contributions:

1. Identify a fragment of STL that is amenable to monitoring over partially synchronous
systems;

2. Provide an offline monitor that returns all possible satisfactions of a given formula;

3. Produce an online version of said monitor.

4.3 STL formulas
STL allows us to reason about specs that rely on changes over time. There are three common
temporal operatorthatallow it to rely on these changé®:; (Eventually), saying that something
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eventually occurs at some momento @ timesteps in the futuréD ; (Always), saying that
something always occurs at timentdto wtimesteps in the future; and ; (Until), saying

that something always occurs from now until some handover mabteditimesteps in the future,
at which momenthe teamhassomething else occur. The following are some examples of STL
formulas:

ASometi me i n owiel Inelxd @Pddsisteicvwe and remain posi
Op Op w ™ p
AAt every moment &witbl 2besposifrem wowhin 2 s

Op Op w 1 q
Ao will be positive until some momentl® secs from now, whemorwi s negati ve. o
w mMYR, O M oW T o
These examples are all STL formulas, but not all of them are practically monitdrabléeam

hasidentified a fragment of all STL formulas which are monitorable; they do not include example
(2).Int h e tfragmmen§ ®mporal operators are only allowed on:

1 theroot ofaformula(e.gQOp @ T);

T both side®g.,6dy a@anmAioOp w T )

T one side of Ognw imndd k. g. ,

T inside an fAEventual |l yo (e.g., example (1))
T the right sidewofi'YagnOsiWntmi)l 0 (e. g. ,

An example of an unallowable formula would B®; w ™ ~ Oy @w 1 (temporal
operators on both sides of an fiando) .

With these restrictions on allowable specificatioing teamcan produce a monitor to identify
satisfaction of a spec on a distributed UAS. There is still much flexibility in choosing a valid spec;
both examples (1) and (3) are valid with these restrictions.

4.4 Monitoring framework

The teamprovidesan offline monitor fort h e ttask ohanitoring distributed UAS. This
monitor is centralized, meaning all agents must communicate with the monitor to determine
satisfaction or violation of a given formula. For a given formula with predicatesg, @ T,

etc., agents send the timestamps of when their signals cross their predicate boundaries. E.g., agent
w sends timestamps whenever its signal goes above or below 2,cagsemds timestamps
whenever its signal goes above or below 0, etc. The monitor uses this data to construct high
dimensional geometric shapes, combining them based on the formula to produce a final shape. The
properties of this shape determine whetther teamidentifies satisfaction or violation of the
formula. An example of this combination is shownError! Reference source not found9.
Combining the two shapes in the | eft plot prod
in the STL formula.
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Figure1l2 Combining shapes in the central monitor.

The monitor approximates satisfaction of the formula, but provides lower and upper bounds on
this approximation. Furthermore, the algorithm for the monitor can further refine the
approximation with additional time, allowing for as tight of an approximagnecessary for the
application.

In this work the teamhasalso produced an online version of this offline monitor. At any given
moment in time with the signals of the UAS up to this point, the online version can determine if
there is satisfaction or violation of the given STL formula, or if more data is necdssary
evaluation.

4.5 Complexity

Complexity of the offline monitor is based on the size of the formula, number of agents, and how
often each agentds signal goes above or below
the signal). It is logarithmic in the size of the formulani® operators in the formula can be
parallelized), exponential in the number of agents (each agent adds a dimension to the combining
shapesheteand escri bed in the previous section), and
(every two timestangp of changes in signal value adds an extra combining shape). Further
execution time can be addedhe teancthoosedo tightentheresulting approximation.

The online version of the monitor has the same complexity as the offline version at each moment
it evaluates satisfaction or violation. This means more regular evalukgamte more execution
time overall (linear in the number of evaluations).
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5 GUIDANCE FOR ROBUST INFERENCE IN UAS AUTOMATION

In BeyondVisuatLine-Of-Sight (BVLOS) UAS operationslJAS rely heavily on statistical
inference using measurements fromboard sensorsuch as real time estimation of the system
state. When critical sensors suchGlebal Positioning Systems (GP&) Inertial Measurement

Units (IMUs) are subject to sensor data quality issues (especially a sensor spoofing attack by an
adversary)lJUAS may experience serious consequensesuding loss of stability and handing

over control to the adversaiy. theliterature review on robust inference for UAS automatitue,
teamidentified various vulnerabilities in UAS automation that may arise when sensors are subject
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to malicious spoofing attacks or data quality issues. Most existing mitigation strategiethshare
limitations that they are designed to counter relatively simple attacks, and they may fail in the
presence of a more sophisticated and optimally designed éikack replay attack)in addition,

most existing mitigation strategies are passive stratagitet they are just focused on improving

the design of the inference algorithms without any attempt to leverage other system components
(e.g., actuators)

5.1 Executive Summary

The teamdentifieda set of moderate sensor spoofing attack scenatiah can be launchad
therealworld by an adversary with moderate capability (e.g., using eclost hardware to transmit

a Radio Frequency (RF) signal in the vicinity of a target Yagiihow the impact of the attacks

on sensor data can be emulated in UAS simulatibhs teamalsodemonstrated that an active
watermarkingbased detector can bmauch more effective in detecting and mitigating more
sophisticated sensor spoofing atmaompared to existing passive mitigation strategies, like
anomaly detection,that are most commonly used todaph a physical watermarking
countermeasure, the control signals for actuators are designed to embed a small magnitude
watermark sequence, and the UAS response to the embedded watermark is analyzed to detect and
mitigate sensor spoofing attacks.

Recommended guidanceThe teantrecommendthat UAS developers and relevant certification
authorities leverage the identified set of moderate sensor spoofing atackeir simulatgithe
developergo test their UAS in relevant contexts, and the certification authorities to evaluate the
evidence submitted by a UAS operator in support of a COGNO®f ety (e. g. , ADi d
evidence that they ar e r esThéteaarecomnzeegdshe ussdf t he
physical watermarking techniqudsy UAS developerso enhance resilience againstore
sophisticated sensor spoofing attadike replay attacksespecially when thgAS are planned to

be deployed to an adversarial environm@rte watermarkingpased detectocan potentially
detectcovert sensor spoofing attacks that were designed to avoid detection by passive anomaly
detectors

5.2 RecommendedGuidance Evaluation Of UAS InferenceAlgorithms

5.2.1 Overview

Robust state inference key for small UAS operatin@VLOS. A broad survey of documented
incidents shows that corrupted sensor dlatest often through GPS spoofing or jammand
acoustic manipulation oMicro-ElectroMechanical System$MEMS) gyroscoped regularly
propagates through the estimator and leads tedbsentrol eventgA51 Task 1) These findings
motivate a structured evaluation procedure that regulators and manufacturers can apply before
field deployment. The recommended test plan concestran the sensor channels whose
compromise is both straightforward to execute and severe in consegysmnuapally Global
Navigation Satellite SystenfGNSS and MEMSbased inertial sensd@rsso that estimator
robustness is benchmarked against the threats most likely to occur in practice.

Task 2 revealed a critical gap in the current body of research: although the literature abounds with
failure anecdotes and dmbc countermeasures, no standard,-terehd procedure exists for
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evaluatingsmall Unmanned Aircraft SystemsUAS) stateestimation integrity against the
catalogue of known threats. The attack surface is Broadging from GNSS spoofing to inertial
falsificationd so an objective test campaign must begin with a curated subset of threats chosen
systematically For each selected threat, validated attack models are required so that developers
can reproduce the conditions Softwareln-The-Loop (SIL) orHardwareln-The-Loop (HIL)
testbeds with traceable fidelity. Addressing theéa® need$ threat selection,and threat
emulatior® is therefore essential to move from anecdotal defenses to a certifiable evaluation
framework.

5.2.1.1 Threat selection

In the following guidancea curated set of threats from the literature review in A51 Task 1 is
provided. The threats are selected basedpiatticality and safety impactFailure due to
adversarial manipulation of GPS and IMU dominated the failure storie ifask 1 report and
are identified as practical to launch.

5.2.1.2 Threat emulation

For each threat, a physit&sed or signdevel attack model is prescribéldat could be used to
emulate the impact da sensor spoofing attack on the measurement it this structure, a
consistent and traceable pathway for evaluating estimator robustness under representative
adversarial conditions is established.

The following subsectioa setout (i) how an adversary of moderate capability can execute each
threat in practice and (ii) how the same effects cambeelledin a SIL/HIL simulator so that
estimator robustness can be evaluated.

522 GNSS (AGPS0) Integrity Threats

Many sUAS autopilot systems use the GNSS data as the measurement data for Extended Kalman
Filter (EKF) for state estimatiorFor example,n ArduPilot, its EKF2 module computes the
estimate of latitude, longitude, ground speed, and vertical speed of the SUAS using the GNSS
measurementgArduPilot Dev Team 2025)The heavy reliance on these measurements has
rendered GPS the most frequently exploited attack surface in the literature.

5.2.2.1 Jamming

Practical feasibility: A GPSjamming attack can be carried out with surprisingly simple and
inexpensive equipment. Gffies h e | f Apr i @ antay boyes thean eost udder USD
20008 broadcast a blanket of radio noise on the same frequency that civilian GPS receivers listen
to (the L1 band). When one of these devices is activated, drones within ra@@imhyoften lose

their satellite lock and can no longer calculate position or tifeeeira2020,Zidane2024) The

same result has been demonstrated wathblrgrade softwarelefined radios such as thiSRP

B210 using less than one watt of transmit polee Roy 2019, Deshmukh2022) Consumer

drone GPS units are designed to work with very weak satellite signals, so even a modest increase
in background radio noise is enough to make them search for new séedlitdsop the GPS
solution entirely leaving theUAS to rely on less accurate backup sensors.

Simulation model
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The impact of GPS jamming on sUAS absolute posiien & ¢ £ Q@D & QMHa QO 6 QQ

can be emulated as shown in Tahle

Table6. GPS jamming threat model

Model Jammed measurement | Model parameter/Typicall DescriptionReference
range

Additive —+Do p— 0 . 1S the variance of th{ White gaussian noise

white additive noise injected dy is added to position

gaussian to the jamming attack. measurements

noise (Ferreira 2020,
Zidane 202%

Drop-out -l 0 U®O0 N/A DropsSignal to Noise

(Denial of Ratio SNR) of the

Service incoming GPS signal

attack) bel ow t he
acquisition threshold,
causing loss of GPS
signal(Saputro 2020)

5.2.2.2 Spoofing
Practical feasibility: A GPSspoofing attackcould becarried out bytransmitting counterfeit
satellite signals that are slightly stronger than the authentic ones receiveldA$ & moderately
resourced adversary can achieve this with adost softwarelefined radio (e.g., USRP-BLO0,
BladeRF) running publicly available GNS&nalgeneration softwar&idane 2024Noh 2019.

Simulation model

The impact of GPS spoofing on absolute posiseand absolute velocity measurements cdoe
modeled as shown in Table

Table7. GPS Spoofing threat model

Model Spoofed measurement Model parameter/Typical| DescriptionReference
range

Bias — o Q] == O 3wm| GiSinjectedabsolute 3wabias is injected to

injection positionoffsettypically in | trueabsolute position
the rangeé to20 mon GPS measurements
lateral positions. == 0 (Noh 2019)

Ramp - Q] == O 3 4isinjectedabsolute| 3y - LRias is injected

3y =P y | velocity offsettypically in | to true absolute velocity,
) therange 0.5to 1 mé; | GPS measurements

lateralvelocities, which | (Chen 2022)
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Oy o © ) adds a ramp on the
R position measurement.

Replay —_ G [ro@ t |Tisrecorded Genuine absolute
measurement delay position measurements
typically greater or equal | are replaced with
to the attack duration. previously recorded

position GPS
measurements (Gaspalt
2019)

5.2.3 Gyroscope Integrity Threats

Gyroscopes provide higtate measurements sfJAS6s body adAotgpilotsdike r at e s

Ardupilot and PX4 usgyroscopaneasurements to help predict hihve sSUAS rotates in 3D space

These measurements are important because they help the system understand and control the
vehicle's orientation as it moves forwafthe gyroscope measurement noise is much smaller than

the noise associated with heading aids such as the magnetometer or GPS yaw; the filter gives far
more weight to these higlate IMU updates and uses the slower sensors mainly to cudbeiong

drift. As a result, any bias or scaling error introduced intog§rescopedata streanshows up

almost immediately in the estimatgdaternion (or Euler angles) and then propadateslocity

and position estimates. A corruption of the MEMS gyro, therefore, can quickly compromise every
downstream guidance and control function.

5.2.3.1 Jamming

Practical feasibility: Experimental evidence shows that a consugnade MEMS gyroscope can
be disrupted with a simple acoustic source. Son (2015) demonstrated that directing doaadow
tone at t he s ensdgedesated by a lapiop,ratigrower amgplifies, rarciy
inexpensive piezaeramic speakérwas sufficient to overwhelm the inertial readings on an
AR.Drone 2.0. The attack produced uncontrolled mtid pitchangle excursions exceeding 30°
and caused loss of control within twelve setainThe low cost and ethe-shelf nature of the
equipment confirms that effective gyJamming can be executed by an adversary with only
moderate capability. (Son 2015)

Simulation Model

Table 8 shows how the impact of gyroscope jamming on angular rate measuresneats be
emulated.

Table8. Gyroscope jamming threat model

Model Jammed measurement Model parameter DescriptionReference

Additive 040 O 0 . ispowerofthe | ©="Q awhite
white injected noise Gaussian noise is
added tangular rate
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gaussian measurementsSon

noise 2015, Tu 2018)

Drop-out N/A DropsSNRof the

(Denial of gyroscopic

Service measurement causin

attack) the EKF filter to
reject gyroscope
measurement (Son
2015, Tu 2018).

5.2.3.2 Spoofing

Practical feasibility: Tu (2018) showed that an adversary can use inexpensive ultrasonic hardware
to do more than merely saturate a MEMS gyroscope; it can tgettolledrate errorsuch that

it could steer the drone withotbuching its control interface. Using a small array oftb&éshelf
ultrasonic transducers (total c 6SsWi nag oU SaDa vie2f 00)r
that imposed a steady average bias on BS NMI055 and BS BMI160 gyraswadpes are
typically used in SUAS such &JAS and HolyBro Pixhawk vaants The modest cost and readily
available hardware indicate that a technically competent hobbyist could carry out an effective
gyroscopejamming attackAlthough tracking a moving sUAS is difficult, an attacker can readily
align an acoustic beam while tB&JAS hovers.Even a shorattack windowcan introduce rate
errors that may quickly affect the attitude control system, makinggpwofing a significant risk

(Tu 2018)

Simulation Model

The impact of gyroscope spoofing on angular rate measuremeara#s be emulated ahown in
Table 9

Table9. Gyroscope spoofing threat model

Model Spoofed measurement Model parameter DescriptionReference

Bias Oy .Gg © 0 3 | o isinjectedangular rate g bias is injected to

injection vectoroffsettypically in | truegyro angular rate
the rangat p measurements 0
mtu ®iQ (Tu 2018)

5.2.4 Accelerometer Integrity Threats
Accelerometers supplgUAS flight computer with higkrate samples of specific forc&or
example,in both ArduPilot and PX these measurements are first integrated into velocities and

then applied to thExtendedK a | man f i I t er 6 s pr edi c-tramewelocgyt ep, t
and, through double integration, position. The nominal accelerometer processs e densi t vy
0.06 m s | aHz) is appreciably | ower dpéedn t he

optical flow, or barometric altitude. Consequently, overrirdgks ranging from milliseconds to
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several seconds, the filter allows thedocity-driven prediction to dominate the velocity estimate,
using external sensors primarilydorrectiong-term drift. Any bias or scale error injected into the

accelerometer stregrimerefore appears immediately as a spurious change in estimated velocity,
accumulates into position error, and can tilt the attitude solution through the grectoy
coupling until the next GPS, vision, or barometric update realigns the filter. Bias faults/ of on

NO. 1

fusion if left undetected (Saied 2021).

5.2.4.1 Jamming

m  €en [shovnaovyeeld position drifts of tens of metehen unmitigated (Kwon
2017), and additive accelerometer errors have been reported to destabilize ExtendediKatman

Experiments have shown that simply flooding a MEMS accelerometer with acoustic energy at its
resonant frequency can overwhelm the measurement channel and lead to loss of control. Son

(2015) first noted that the same ultrasonic tone that degeEbdsUASH s

gyroscope

erratic signals into the onboard accelerometer. Fellpwhardwaran-the-loop and liveflight

tests bydeong( 2 0 2 3)

conf i

r med t he

ri

s k: when a |

al sc

ouds

was placed near the vehicle, everperimenended in a crash. Because the attack relies solely on
an inexpensive speaker operating in th8@kHz band, a moderately equipped adversary can
reproduce the effect whenever close access tsURA& s possible.

Simulation Model

The impact of accelerometer jamming on body acceleration measure%nmnsbe emulated as

shown in Tabld0.

Table10. Accelerometer jamming threat model

Model Jammed measurement Model parameter DescriptionReference

Additive |f=10 F 0 0|, ispowerofthe |$="Qawhite

white mh, injected noise Gaussian noise is

gaussian added tdody

noise acceleration
measurementsSon
2015).

Drop-out 40 0G0 Not applicabl DropsSNRof the

(Denial of accelerometer

Service measurementausing

attack) the EKF filter to
reject accelerometer
measurements.

5.2.4.2 Spoofing

Acoustic signals can also be shaped to bias or fully control the accelerometer output rather than
merely saturating it. Trippel (2017) exposed 20 commercial MEMS accelerometer models
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including those used in SUA® tone bursts at their resonant frequencies and achieved deliberate
output shifts on threquarters of the devices tested. Digital parts such as the ADXL350 could be
forced to report £10 g for one to two seconds, while analog devices with external AR&inex

+1 g readings for more than 30 seconds; in some cases, the attacker could steer the output
indefinitely with peakto-peak amplitudes up to 1 g. The required gear was no more sophisticated
than an offthe-shelf ultrasoit speaker and a lowost amplifier. Although the speaker must be
brought within a few tens of centimeters of the drone, successful bias injection can tilt the
estimated attitude and accumulate large position em@king acoustic accelerometer spoofing a
credible, lowcost threat.

Simulation Model

The impact of accelerometer spoofing on body acceleration measurehlmnsbe emulated as
shown in Table 1.

Table1l1l. GPS jamming threat model

Model Spoofed measurement Model parameter/Typical| DescriptionReference
range

Bias Fve - T O 3F |wfisinjectedabsolute | a<bias is injected to

injection positionvectoroffset truebody acceleration
typically in the range 0.6 | accelerometer
to 2 g on each axis measurement$ 0
(gravitational (Trippel 2017.

acceleration).

Sinusoid | Fy_. .Qg F O 3%y | Aisamplitude matrix of | a<ysinusoidbias is

A A 0 theinjectedbody injected totrue body
3+' FOEq 4D % acceleratioroffset acceleration
typically in the rang®.13 | measurement&eong
to 2 g oneach axis%o 2023.

phase of the attack signa
/Erepresents the resonan

frequency.

Overwrite FaoroQ  Fre -0 Fv— -Qgreplaces true | Genuine absolute body
accelerometer accelerometer
measurement.¢, o § measurements are
typically in the rang®.13 | completely replaced by
to2 g spoofed measurements|

(Trippel 2017)
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5.3 Recommended GuidanceActive Detectionfor Robust Inference

5.3.1 Overview

The following guidanceintroduces a lightweight activdetection layer based on physical
watermarking. The guidance explains how a-Ewergy, randomly generated excitat{oeferred

to as watermarlgan besuperimposedn thrustandt or que commands, f ol ded
covariance propagation, anded for detecting sophisticated sensor spoofing attacks that could
otherwise stay coveunderexistingpassive detectors.

This section first summarizes the background motivating the recommended guidance, then
presents the rationale for augment .iSobgequenats si v e
sectiongescribehow small, zeramean Gaussian excitatign®., watermarks, can be injected into

the thrustandtorque commands to enhance detectability of sophisticated sensor spoofing attacks
such as replay attackainally, validation evidence from simulations is compiled, quantifying gains

in truepositive rate undemeaurementreplay attacks. Taken together, the material equips
integrators and regulators with a concise,-loverhead pathway for embedding active defense

into existing sUAS inference chains.

5.3.2 Background

SUAS that operate BVLOdepend oronboardsensing and redime state estimation to satisfy

both safety and performance requirements. The survey conductedAfiidéask 1 established

that compromised sensor stre@nwiginating from either benign drift or deliberate
manipulatio® have repeatedly driven Kalmdilter based esti mators and th
loops to unsafe operating conditions without triggering existing alarms (A51 Task 1). The
incidents most frequently involved the GNSS, MEMS IMUs, hight Detection And Ranging
(LiDAR)/opticatflow sensors, highlighting these channels as the primary contributors to state
estimation risk.

Mainstreamcommercial andpensource autopilots, notably ArduPilot and PX4, rely almost
exclusively on passive mec ha-swndowresidsaunhitora s G |
and cumulativesum detectors to identify anomalous measurem@mtiuPilot Dev Tean2025,

PX4 Dev Team2025) Task 2 demonstrated that such detectors can be defeated by adversaries
who acquire knowledge of their statletectionthresholds and then tailor attack signalsoid
detection(A51 Task 2). The GNSS recoahdreplay attack exemplifies this vulnerability: by
substituting previously valid pseudange data, an attacker can maintain residuals at nominal
levels, thereby evading all passive checks (Lenhart 2022). Because theks agaome
asymptotically undetectable under pyrelssive monitoring, a supplementary mechanism that
compels the adversary to expose deviations is required.

5.3.3 Active Detection

Active detection techniques via physical watermarking provide a comprehensive solution to
identifying and verifying the authenticity ofeasurement signaksnsuring that the integrity of the
information is maintained and protected against unauthorized alterafidres defender
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intentionally perturbs the data acquisition or control channel (through random excitation,
challengér esponse patterns, or other fAwastceasamar ks o)
replay attackmust distort a known fingerprint and thus reveal itself. It transforms the defender

from a passive observer into an active interrogator, ensures that any attacker who wishes to remain
hidden must pay a quantifiable performance penalty, and, most impgrteasiores provable
guarantees on state estimation gniy for safetycritical SUAS operations (Satchidanandan
2017).The guidance set forth heretherefore concentrates on active detection methodologies,

with physical watermarking presented as an implementagiady exemplar. Detailed
recommendations are provided for watermark design, integration into established autopilot
architectures

Physical watermarking: By embedding a known, loenergy watermark typically a small,
random excitation added to control inputhe operator imprints a hidden signature that any
uncompromised measurement must contain. If a replay or injection attack erases or distorts this
sigrature, a simple statistical test on the residue exposes the intidsiand Sinopoli (Mo 2009)
formalized this idea, proving that properly designed physical watermarks guarantee detection of
otherwise undetectable replay attacks whdllowing an explicit tradeff between control
performance andttack detection performance.

Physical watermarking could be adapted to sUASUperimposingndependent and identically
distributed (i.i.d.) zeranean Gaussian watermark sign@als Q on each element of the four
channel thrustorque command vectdr. Q

v

oxQ ttt°Yh ¢, QD R
yielding the watermarked input
o Qo 04}: N 0. 08

wheret is the watermark parametet, ht andt are the 3D torques, anty is the body z
axis thrustas shown in FigureQL
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Figure13. Working principle of physical watermarking

Because the watermark is generated onboard, the technique requires no extra hardware or inter
UAS communicationSubsequent studies have extended the concept to design optimal watermarks

to maximize detection performance, showing that watermarking can be made lightweight enough

for embedded autopilots yet powerful enoughiletect sophisticated sensor spoofing attéicks

2022, RubieHernan 2017Satchidanandan 2017

A stealthy attacksuch asreplay attackbecomes detectable once the defender embeds a physical
watermark into the control inputs: because the attacker cannot replicate the unpredictable
watermark, theestimationr e si dual s under attack acquire a
statistic to exceed its nominal threshold. However, this active interrogation incurs-affrade
watermar kdéds magnitude must be | arge ®msorugh t «
streand® improving detection probality d yet small enough that the added perturbation does not
unduly degrade control performance. In practice, increasing the watermark variance enhances
separation between the genuine and replayed residual distributions (thereby shifiagdiver
OperatingCharacteristidROC] curve upward), but it also injects energy into the cldseg

system, lengthening settling times, increasing control effort, and introducing slight oscillations
around the setpoint. Thus, the cost of physical watermarking is asm@dkiction in tracking

fidelity and increased actuator activity, which must be balanced against the required detection
sensitivity when tuning the watermark parameters.

VALIDATION

A high-fidelity Six-DegreeOf-Freedom (6DOF) sUAS simulation environmerihat captures
aerodynamic effects on thrust and torque generatipfemented inheasbQuadcopteSimulink
projectwas modified and usdd validate the proposed actidetection frameworkMathWorks

2025) Realistic sensor noise and control loops are emulated, and replay dttemkn to bypass
conventional passive monitdrss injected. Lowenergy physical watermarks are superimposed

on the control inputs, and detection performance is evaluated by comparing residual statistics with
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and without watermarking. Through these experiments, the ability of the active scheme to expose
otherwise undetectable adversaries is quantitatively demonstrated.

5.3.3.1 sUAS Closed Loop Model

SUAS system model: The plantis a highfidelity 6-DOF rigidbody model of garrot rolling
spider miniquadrotor thatvasadapted fronasbQuadcopte®imulink project{MathWorks 2025

1 Rigid-body dynamicsare captured with Eartfixed positions, Euler attitudes, bofigme
velocities, and angular rates (12 states in tofddg dynamics is driven by 3D forces and
torques generated by the rotor dynamics.

60 DWMA%E O ® & AR

1 Rotor/actuator dynamicscapture the aerodynamic effects on thrust and torque generation
such as blade flapping, induced drag, and rotor Coriolis effbetse blocks respect the
hardware bounds500500 rad s T) and include a confi
controller outputs realistically clip before reaching the moger&Riether 2016)

1 Aerodynamic and environmental effectsare injected as processise terms: white, zero
mean Gaussian sequences routed through dedicated disturbance ports to represent
unmodelled aerodynamics and stochastic wind gusts. Their covariance can be scaled or
disabled on a ruby-run basis, giving une control of uncertainty levels during Monte
Carlo experiments.

The entire plant runs at & kHz fixed-step rate and is wrapped in Simulink FBsistart to
accelerate largscale batch simulations.

Sensorsare modelled as direct feedback of the full 12 states of the system. In the Simulink
implementation, the sensor suite is represented by a single lumped block that returns the entire 12
state vectay position, Euler attitude, boelyame velocities, and anarlrated at1kHz,i.e., ten

times slower than the 10 kHz step used for integrating the plant, thereby mimicking the continuous
to-discrete gap present in real flight computers. Each channel is corrupted by independent zero
mean white Gaussian noise whose variances arexdram Parrot RollingSpiderclass datasheets

(4 3 c¢cm for position, O0.15A for attitude, 2 ¢

Controller architecture: The existing cascaded controller in thebQuadcoptemodeb a

position outer loop driving an attituderoportionail Integral Derivative (PID) inner loo@ was
adapted and retuned to achieve a 0.7 s rise time for a unit step during hover (MathWorks 2025).
The controller includes@ontrolallocation layethat converts desired body torqueslthrust into
individual motor speed commands using an analytically inverted mixer matrix. Output saturations
and rate limiters sit immediately upsam of the actuator blocks to capture edattronic speed
controllerbehavior.
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Estimator Model: An EKF is provided as a MATLAB Function block running at 1 kHz within
the Simulink loop and fully integrated with tasbQuadcoptedynamics The blockoutpus the
state estimate arttle estimation residueector, whichfeeda passi ve G6|]. anomaly

Anomaly detector modelA conventi onal G] innovati-WAS det ec
autopilots, has been embedded inside the 1 kHz Simulink loop. At each stegithevector
computed from sensor measurement® and the predicted measurement$2

»Q »Q H»OTQ p
is formed by the EKF, and the quadratic statistic
Il © » % a»rQ

is computed, Where|| "Q denotes the theoretical innovation covariance propagated by the
estimator. Under nominal conditioffs™@f ol | ows a ¢ | & dlégedsofifrbeddmi on w
whered denotes the dimension@fQ, i.e., the number of measuremetisesholds are therefore
selected from t he zeapnesdribedfalselarm probability typealt o r eal
vb).

Detection performance for a 6| Iledeinecopadirigon det
characteristic analysis which provides a threshoelddependent view of how well the statistic

| Q separates nominal behaviour from attacks. In practice, many stochastic realisations of both
benign flight and adversarial scenariosare generateéd often by MonteCarlo simulatiod to

capture the full distribution cI‘ "Q under each hypothesis. The complete time serilsh‘ is

logged for every run, after which a notional decision threshold is swept across the range of
observed values. For each threshold, Thee-Positive Rate (TPR) (probability of correctly
signaling an attack) and th&alsePositive Rate (FPR) (probability of raising a false alarm) are
tallied, and the resulting TRRPR pairs trace out the ROC curve. Curves that bow closer to the
upperleft corned or equivalently exhibit a larger area under the cdrireicate stronger
discriminative power.

5.3.3.2 Replay Attack

The experiment implements a recamdplayback replay attack by capturing a segment of
genuine sensor outputs during steathte flight (e.g., hover) and then substituting the live
measurements with this recorded buffer. Because each replayed samplkpamis to a
previously valid trajectory, the estimator ds I
nomi nal noi se bounds . -baged detectérradyma ontfixed tedideal p as s i
thresholdé registers no anomaly, rendering th&aek effectively invisible Practical examples
could include when a construction sUAS is hovering to inspect a building or a delivery sUAS
hovering to drop off a package. In the Simulink simulator, all 12 state measurements are recorded
and stored during steadyate hovering. Durinthe attack, the true measurements of the sUAS are
replaced by recorded measurements.
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5.3.3.3 PhysicalWatermarking

In the simulator,ite watermark was injectexdter thelower-levelattitudecontroller butbeforethe
external motomixer and actuator saturations, so that it traversed the full vehicle dynamics exactly
as any legitimate command would.

At steadystate hovering, the 3D torques are close to zero and only change to compensate for
process noise, while the thrust vector is a constant value canceling the gravitational force to
maintain altitude. As a result, the variance of the watermark amdéue thrust is orders of
magnitude larger than the watermark added to the torques.

1 Q "Qaorig T,p st mT,p st m,p h,

Hence the watermark covariande is parametrized by the watermark variance added on the
thrust, 8

Introducing a lowenergy Gaussian watermark into the thharstitorque commands preserves the
structure of the exi s amplifygngits discrimmataryweweri Becausel e t e C |
the watermark is generated onboard, its realization is fully known to the estimator, so the extra
excitation is folded into the propagated innovation covariaH15@; under nominal flight,
therefore,thestatistl: Mstill follows its expectedalasm di st
rate remains unchanged. When an adversary replaces genuine measurements with férged data
via measurement replaythe counterfeit stream cannot replicate the unseen watermark dynamics.
This mismatch increases the magnitudel of2, shifting the ROC curve upward and leftward,
widening the gap between trpesitive and falsgositive ratesthereby making the replay attack
detectableln effect, the watermark actsasabuilh chal | enge that turns t
active interrogatoy revealing attacks that would otherwise remain statistically indistinguishable

from normal operation.

5.3.3.4 Experiment Setup

In the simulation experiment, to capture the effect of watermark on popular autopilots like
Ardupilot and PX4, the simulator was set to follagimilar architecture with a high fidelity-6

DOF system model, full state sensor measurements reflecting physical sensor noise, EKF for full
state estimation,. anomaly detector, anmhscaded PID controller.

i) Impact of Watermarks on Attack Detection Performance

In the simulation experiment, the UAS is set to hover at 1m altitude. Two scenarios were simulated.
In the nonattack scenario (the null hypothesis), the UAS stays hovering, and the sensor
measurements are intact. In the attack scenario (the alternapuéhbgis), the replay attack is
launched while UAS is set to hover. Aftdmreeseconds from the attack start, the-shuare
anomaly detector decision is checked to evaluate the attack detection performance. 300 Monte
Carlo runs were performed for eachpbyhesis to obtain the ROC curve. The experiment was
repeated for each watermark variatested
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Detection performance is characterizgdreceiveroperatingcharacteristic (ROC) curves. After

each rupthe detection threshold is swept across the full rande ; for each thresholdhe

TPR and FPR are computed, giving a FRRsusFPR locus. ROGs after the3s window to
highlight how, without a watermark, replay attacks become asymptotically undetectable, whereas
watermarked cases retalatectability

i) Impact of watermark on controller performance

The impact of embedded watermarks on controller performance was examined using a controlled
hovering scenariol' he simulated SUAS was commanded to maintain a 1 m hover with zero lateral
displacement; process noise representing mild winduantbdelledaerodynamics, together with
sensoflevel measurement noise, were set to nominal¥agther values. After the vehicle reached
steady statehe watermark signal wasiperimposean the thrusendtorque command vector,

and full state trajectories were logged.

A sweep over watermark variances was then performed. For each setting, the average position and
attitude tracking error, as well as the position and attitude trajectory, were compared with the
baseline newatermark hover, establishing the baseline requivesklect watermark amplitudes

that preserve flight tracking fidelity while still embedding a detectable signature.

5.3.3.5 Results

Figurellpr esent s ROC curves for the -@tfackiscemarmoy at i or
comparing cases with and without physical watermarking. Here, each curve plots the TPR against
FPR as the decision threshold varies. In Fidua the blue curve labeled Tt corresponds

to the newatermark baseline; it coincides with the diagonal liné0('Y "O0 )Y indicating

detection performance equivalent to random guessing and confirming the asymptotic
undetectability of replay attacks under purely passive monitofidding a very small watermark

(s p Tt the@nds the curve sharply upward, delivering a-frasitive rate ofoughly70% at

5 % falsepositive budgetas shown in Figuréla. Raising the watermark variancegat moves

the curve into the uppéeft cornerdepicted in Figuré1b, exceeding 8% TPR across the relevant

FPR range. I n short, even modest water mar k e
effectively blind to replay attacks into a detector with Aaanfect discrimination against stealth
adversaries.

69



ROC Curve (Attack Duration = 3s)
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Figurel4. ROC curve for baseline and watermarked sUAS input evaluated 3s after the onset of a replay
attack affecting all sensor measurements on the sUAS
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The reference tracking error of the controller increases as expected for all cooupleisas the
watermark variance was increased for all control in@gshown in Figur&2. This result shows

the price in terms of control degradation of addivegermarkgo control inputs. Increasing the
watermark beyond certain value could result in significant performance degradation as shown in
Figure12. However, depending on the CONOP, small watermark variances below 0.01 may still
offer acceptable trackingrror in a mildly adversarial environment while providing significant
gain in revealing stealthy adversaries as shown in Fifure
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Figurel5. Impact of superimposing  i.i.d watermarko the thrust and torque input of the

UAS starting at 2.5s oground truth and reference position plots

5.4 Conclusion

The teamrecommendedwo sets of guidance related to robust inferencelas. The first
guidance provides a standard framework for evaluating robustness of inference techniques in the
presence of moderate sensor spoofing attacks, which were identified through an extensive
literature review. The measurement falsification model iplex¥in this guidance can be used by

UAS engineers/operators to emulate the impact of sensor spoofing attacks in their simulation
environments and evaluate resilience of the UAS automatgainst the attacks. The second
guidance recommends the use of a physical watermarking technique to ethlemietectability

of sophisticated sensor spoofing attackeh as the measurementeplay attacks when the UAS

is expected to be deployed to an adversarial environmbatteamvalidated he guidance using

a Simulink simulator; use of a physical watermarking technique significantly enhanced
detectability of the measurement replay attacks in the validation experiment. In the meanwhile, it
is worthwhile to note that the physical watermark used in the validation experiment (a white
Gaussian process) is the simplest design for watermarks. It is expected that the gain in attack
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detectability can be made much more significant by considering more advanced designs of the
physical watermark such as dynamic watermarkingatchidanandar2017) hidden state
generated watermarks (Mo 201%gtural watermarks (Ozel 2017), netationary and nor
gaussian watermarkR(bio-Hernan2017).

5.5 References
ArduPilot Dev Team. (2025). EKB2Rate Gyro Bias Stability. ArduPilot Documentation.

Bhatti, J. A., & Humphreys, T. E. (2019). Hostile control of consumer drones via softeimed
radio jamming and spoofing. GPS World, 30 (2)i, 84

Borio, D., Dovis, F., Kuusniemi, H., & Lo Presti, L. (2016). Impact and detection of GNSS
jammers on consumgrade satellitenavigation receivers. Proceedings of the IEEE, 104 (6),
1233 1245.

Cao, Y., Xiao, C., Cyr, B., Zhou, Y., Park, W., Rampazzi, S., Chen, Q. A, Fu, K., & Mao, Z. M.
(2019). Adversarial sensor attack on LiDARsed perception in autonomous driving.
Proceedings of the 26th ACM SIGSAC Conference on Computer and Communications
Security (CCS 2019), 2262281.

Chen, W., Dong, Y., & Duan, Z. (2018). Attacking altitude estimation in drone navigation. IEEE
INFOCOM 201& Computer Communications Workshops (INFOCOM WKSHPS),
Honolulu, HI, 888893. dblp.org

Choi, H., Lee, WC., Aafer, Y., Fei, F., Tu, Z., Zhang, X., Xu, D., & Deng, X. (20I33tecting
attacks against robotic vehicles: A cortirolariant approach. Proceedings of the 2018 ACM
SIGSAC Conference on Computer and Communications Security (CCS 201831801
sigsac.org

Davidson, D., Wu, H., Jellinek, R., Singh, V., & Ristenpart, T. (2016). ControlliA§ with
sensoiinput spoofing attacks. 10th USENIX Workshop on Offensive Technologies (WOOT
16), August.

Deshmukh, S. and Sharma, V., (2022)"An Sbésed antdrone system with Detection, Tracking,
Jamming, and Spoofing Capabilities,” 2022 IEEE Microwaves, Antennas, and Propagation
Conference  (MAPCON), Bangalore, India, 2022, pp. -398, doi:
10.1109/MAPCONB011.2022.10046968.

Feng, Z., Guan, N., Lv, M., Liu, W., Deng, Q., Liu, X., & Yi, W. (2017). Efficient drone hijacking
detection using onboard motion sensors. Design, Automation & Test in Europe Conference
& Exhibition (DATE 2017), 14141419.

Ferreira, R., Gaspar, J., Sebastiao, P. dEfédctive GPS Jamming Techniques fdAS Using
Low-Cost SDR Platforms. Wireless Pers Commun 115, X187 (2020). https://dei
org.oregonstate.idm.oclc.org/10.1007/s11P20-072126

Garrett, I., & Gerdes, R. (2020). On the efficacy of mdubded attack detectors for unmanned
aerial systems. Proceedings of the ACM Workshop on GClhgsical Systems Security
(AutoSec 2020), 1i24.

72



Humphreys, T. E. , Ledvina, B. M. , Psiaki, M.
Assessing civilian GPS spoofing vulnerability: Demonstration at White Sands Missile Range.
Navigation, 59 (1), 344.

Jeong, J., Kim, D., Jang, J., Noh, J., Song, C., & Kim, Y. (2023Rbkking drones: Foundations
of acoustic injection attacks and recovery thereof. 30th Network and Distributed System
Security Symposium (NDSS 2023), February.

Le Roy, F., Roland, C., Le Jeune, D., & DiguetPJ.(2019). Risk assessment of Sbésed
attacks withUAS. In Proceedings of the 16th International Symposium on Wireless
Communication Systems (ISWCS) (pp. P226). IEEE.
https://doi.org/10.1109/ISWCS.2019.8877144

Lenhart, M., Spanghero, M., & Papadimitratos, P. (2022). DEMO: Relay/Replay attacks on GNSS
signals. arXiv Preprint, arXiv:2202.10897.

Liu, H., Li, Y., Han, Q-L., & Ra, T. (2022). Watermarkased proactive defense strategy design
for cyberphysical systems with unknowsutbounded noises. IEEE Transactions on
Automatic Control, 67 (4), 1973988.

MathWorks. (2025). asbQuadcopter Simulink Project [Simulink model]. Aerospace Blockset
Examples, MATLAB R2025a. The MathWorks, Inc.

Mo, Y., & Sinopoli, B. (2009). Secure control against replay attacks. 47th Annual Allerton
Conference on Communication, Control, and Computingi 918.

Mo, Y., Weerakkody, S., & Sinopoli, B. (2015). Physical authentication of control systems:
Designing watermarked control inputs to detect counterfeit sensor outputs. IEEE Control
Systems Magazine, 35 (1),i9D9.

Noh, J., Kwon, Y., Son, Y., Shin, H., Kim, D., Choi, J., & Kim, Y. (2019). Tractor Beam: Safe
hijacking of consumer drones with adaptive GPS spoofing. ACM Transactions on Privacy
and Security, 22 (2), Article 12.

Ozel, O., Weerakkody, S., & Sinopoli, B. (2017). Physical watermarking for securing cyber
physical systems via packetop injections. 2017 IEEE International Conference on Smart
Grid Communications (SmartGridComm), 22¥6.

PX4 Development Tean2025). EKF2/ECL Design. PX4 Documentation.

Riether, F. (2016). Agile quadrotor maneuvering using tedsoompositiorbased globally
optimal control and onboard visdaln er t i al estimation (Master
Institute of Technology.

Rubio-Hernan, J., De Cicco, L., & Garerlfaro, J. (2017). On the use of watermdunksed
schemes to detect cybphysical attacks. EURASIP Journal on Information Security, 2017
(2), 8.

Saied, M., Tabikh, A. R., Francis, C., Hamadi, H., & Lussier, B. (202mh).informational
approach for fault ol er ant data fusion applied to a |
estimation. IEEE Sensors Journal, 21 (24), 2728878.

73



Satchidanandan, B., & Kumar, P. R. (2017). Dynamic watermarking: Active defense of networked
cyberphysical systems. Proceedings of the IEEE, 105 (2),24®

Scott, L., & Wing, M. (2016). Protecting civil GPS receivers from persprnahcy jammers: Field
measurements and mitigation techniques. Proceedings of the ION GNSS+ 201233377

Son, Y., Shin, H., Kim, D., Park, Y., Noh, J., Choi, K., Choi, J., & Kim, Y. (2015). Rocking drones
with intentional sound noise on gyroscopic sensors. 24th USENIX Security Symposium
(USENIX Security 15), 881896.

Trippel, T., Weisse, O., Xu, W., Honeyman, P., & Fu, K. (2017). WALNUT: Waging doubt on
the integrity of MEMS accelerometers with acoustic injection attacks. 2017 IEEE European
Symposium on Security and Privacy (EuroS&P), Apiill 3.

Tu, Y., Lin, Z., Lee, |, & Hei, X. (2018)njected and delivered: Fabricating implicit control over
actuation systems by spoofing inertial sensors. 27th USENIX Security Symposium (USENIX
Security 18), 15451562.

Wesson, K. D., Humphreys, T. E., Shepard, D. P., & Evans, B. L. (2012). An analysis-of low
power GPS jammers and their impact on civilian navigation receivers. Proceedings of the
ION GNSS 2012, 2602619.

Zidane, Y., Silva, J. S., & Tavares, G. (2024). Jamming and Spoofing Techniques for Drone
Neutralization: An Experimental Study. Drones, 8(12), 743.
https://doi.org/10.3390/drones8120743

6 GUIDANCE FOR SENSORS INUAS AUTOMATION

The teamstudied the critical challenge of collision avoidance in UAS operations, focusing
specifically on a sensor systems perspecfivea teamhighlighted the important role of sensor
modalities and sensing infrastructure in ensuring reliable and safe UAS navigation, especially in
dynamic or constrained environments.

Optical sensors (such as cameras) are widely used on UAS platforms due to their ability to capture
rich visual information, including images and video feeds. These sensors support key tasks such
as object recognition, obstacle detection, and visual nawgatowever, they have inherent
limitations that constrain their effectiveness in +eakld scenarios. Their performance is highly
weatherdependent, often degraded by fog, rain, or-light conditions. Furthermore, they have
limited range, are susceple to obstacle occlusion, and are vulnerable to optical interference.
These factors significantly impact the reliability of collision detection and avoidance when relying
solely on onboard optical sensing.

Thus while singlesensor improvements continteh er e s a need neworkk@d si gn
sensorapproaches to deteahdavoid tasksRather than relying solely on onboard sensthrs,
teamenvisionsUAS as participants in a broader, networked sensing environment that enables
more robust and contegivare navigation decisions.
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6.1 Executive Summary

The teamproposesan augmented sensing infrastructure wHef& can leveragehe following
emerging wireless positioning and communicatechnologieto improveaccuracy, reliability,
and coverage:

GNSS, whichremainsthe backbone adfJ/AS localization but strugglesin urban canyons
and under signal jamming.

Signal mapping techniques, whetlAS exploit known signal landscapes for location
inference.

Reconfigurable IntelligentygtemqRIS) enable programmable reflection and propagation
of radio signals, offering greater flexibility in signal routing and enhancement.
Received Signal Strength (RSigsed localization provides a les@st and infrastructure
light alternative for estimating distance and position.

The teamdiscussegshe use of ubiquitous 4G/5Based cellular localization systems in a new
geofencingbased approach fdocalizing UAS flight paths and how to leverageigital twin-
enabledMultiple Input Multiple Outpu{MIMO ) networks, where massive fingerprinting and+eal

time emulation of physical environments allow for centiméggel precision in complex spaces

To mitigate complexitythe teanproposeshat the airspace be quantized into 3D cubic cells, each
with a fixed spatial dimensiofdAS arerestricted to moving between these cells, akin to virtual
flight corridors. The teamproposesLong Range l(0oRa&)-based localization systems for GPS
denied environments, particularly for emergency response scenarios where infrastructure is limited
or compromised.

Recommended guidanceTo achieve the desired levels of safety in a girdpace using the
above combination of localization technology and infrastructbhesteanrecommends

1 Pilot deployments of 3D cubic cell systems: Begin with grid sizes of approximately 20
meters x 20 meters x 20 meters for suburban and rural trials and 10m x 10m x 10m in urban
corridors or highdensity UAS routes.

91 Develop Atificial Intelligencepowered geofencing managers that integrate signal
mapping and sensor health indicators to enforce dynarviy mones.

1 Standardize sensing fault classification protocols adsS platforms and encourage
FAA and hternational Civil Aviation Organizatioralignment in fault management
documentation.

1 Incorporate multsensor feedback loops where redundancy is shared across swarm
participants via local mesh networks.

1 Promote open data formats aA@plication Programming Interfacds integrate RIS
enhanced infrastructure sensing into both commercial and pukfooperations.
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6.2 Introduction and Background
6.2.1 UAS Sensors and Fault Detection

UAS depend heavily on a variety of onboard and external sensors to achieve autonomous
functionality, including flight stabilization, obstacle avoidance, altitude control, and route
adherence. These sensors include but are not limited to: GPS, IMU, baroaietpegd sensors,
cameras, LIDAR, and radar. Together, they form a sensory suite critical for system awareness,
decisionmaking, and closetbop control.

However, the reliability of these sensors under various conditions remains a major concern in UAS
safety. Several common types of sensor faults can compromise system functionality:

1 Bias Fault A constant deviation between the measured and actual values.

9 Drift Fault : A gradual deviation over time.

1 Freezing Fault The sensor output remains constant regardless of actual changes.
9 Loss of Accuracy Sporadic inaccuracies due to interference or degradation.

In addition to sensor fault&JAS also face actuator faultske lock-in-place, float, and hardover
conditions, which can severely impact flight behavior. Addressing sensor faults proactively is
essential for maintaining control integrity.

Multiple approaches are used feault Detection andsolation (FDI) inUAS:
Hardware Redundancy. Using multiple sensors of the same type to ckadislate readings.

Analytical Redundancy. Employing mathematical models (e.g., observers, Kalman filters) to
estimate correct values.

Machine Learning & Neural Networks: Leveraging models such as EMRAN or &R
networks for adaptive, nonlinear detection.

Studies have demonstrated success using niiEdeld estimators, sensor fusion, and intelligent
switching between redundant systems. Feldrant control can enable recovery by isolating
faulty sensors and relying on backups or inferred valDegoing research suggests that coupling
reattime fault diagnosis with cooperative sensing strategies attASsswarms can improve
detection robustness. Moreover, integratiagure Modes and Effects AnalysiEMEA) andFault
Tree AnalysisETA) into system design supports prioritization of sensor reliability upgrades.

In this report, the sensors discussion serves to underscore that resilient collision avoidance is not
merely a matter of detection algorithimst also of sensor health, redundancy, and fault handling
throughoutth@#JAS6 s | i fecycl e

6.2.2 UAS Sensor Roles and Reliability

UAS rely on a suite of internal and external sensors that are critical for safe navigation, automation,
and faulttolerant operation. These include GPS, IMU (Inertial Measurement Unit), LIDAR, radar,
cameras, airspeed sensors, and more. The performanceliabdity of these sensors directly
influence flight stability, control accuracy, and collision avoidance effectiveBeasor reliability
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remains a key concern in UAS, with fault types including bias, drift, freezing, and loss of accuracy.
For example, prior studies have -pedlightvthourfoai | ur e
certain UAS platforms, highlighting the importanceboth hardware and analytical redundancy.

As UAS autonomy increases, so does the need for unsupervised and cooperative sensor fault
detection mechanisms.

Contemporary approaches to sensor fault detectiddAS include the use of Kalman filters,
observer models, neural networks (such as Extended Minimum Resource Allocating Networks),
and hardwardvased fault isolation schemes. These techniques aim to either detect faults in real
time or accommodate them througitodetbased estimation and intelligent switching between
redundant sensor inputs.

In this report, the role of sensors is revisited not only from a collision detection perspective but
also from a reliability engineering lens. The framework outlined irduxlibiccell quantization
and infrastructurdased sensing built upon the foundatiom odsilient multisensor system.

As part of future implementation, considerations include:
1 Fault detection algorithms using observer/Kalman filtering
1 Adaptive redundancy and background sensor calibration
1 Cooperative detection through networkédS sensing nodes
1 Risk modeling via FMEA and FTA

All of these are usedo quantify sensorelated risks and mitigation impacthis integrated
approach ensures thdAS sensing is not just responsive but also proactively resilient to sensor
anomalies, enabling safer autonomous operation in increasingly complex environments.

6.2.3 The Sensor Perspective dAS Collisions

As UAS usage expands globally across logistics, infrastructure inspection, disaster relief, and
aerial photography, the threat of rad collisions, flyaways, or restricted airspace violations
becomes more pressing. These incidents are often tied to limitatiengironmental perception
oraUAS6s inability to respond to unforeseen obs
threats has focused on flight path optimization and reactive control algorithms. However, this
report repositions the probl e nsensifgmodaligds and s ens
networked infrastructure necessary to predict, detect, and avoid collisions reliably.

6.2.3.1 Limitations on Optical Sensing

Visible-light optical sensors, such as cameras, remain the backbone & A®ptatforms due to

their low cost, compactness, and capacity to capture detailed visual data. They support operations
such as object tracking, surveillance, and photogrammetry. Nevertheless, theuorndal
deployment is significantly hampered by:

1 Environmental Vulnerability : Inclement weather such as fog, rain, or snow can obscure
visibility and disrupt optical signal acquisition.
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1 Line-of-Sight Limitations: Optical sensors require a clear path to detect and classify
obstacles, making them less effective in cluttered or dynamic environments.

1 Computational Demands Processing image or video feeds for {tgale navigation
requires high compute resources and robust embedded vision systems.

Thus while useful, these sensors alone cannot support thedligbility demands of widespread
autonomoudJAS deployment.

6.3 Alternative and Complementary Elementsof a Sensor| nfrastructure

6.3.1 Radar Systems

Radar technology, traditionally used in automotive safety and defense, is becoming increasingly
vital in UAS navigation. Unlike optical systems, radars are robust to adverse weather and can
detect objects through fog, dust, or even some materials

6.3.1.1 Long-Range Radar

Long-range radarsransmit RF signals that reflect off distant objects and return to the receiver,
measuring time delay and Doppler shift to estimate range and velociyaSnthese radars are

ideal for forwardlooking operations such as early obstacle detection, flight stabilization, and
coordinated swarm behavior. The Continental ARS51x and Texas Instruments AWR1642BOOST
offer capabilities including high angular resolutidast processing time, and integraticady
modules suitable fAUAS payloads.

6.3.1.2 Short-Range Radar

Shortrange radarsare optimized for immediate spatial awareness, such as takeoff/landing
assistance or maneuvering in narrow airways. The Decawave DWM1001, which employs Ultra
Wideband (UWB) pulses, achieves decimé¢sel precision in enclosed or cluttered spaces.
Thesamodules consume low power, are compact, and offetireallocation tracking suitable for
swarming drones or warehoud@AS operations.

6.3.2 Wireless Positioning and Communication

Wireless infrastructure offers an untapped potentidUf® positioning and coordination. Modern

wireless localization systems use signal charactedssceh as phase, amplitude, Received

Signal Strength Indicator, or tina-fightd t o deduce a deviceds posit
transmitters.

6.3.2.1 Global Navigation Satellite Systems

Although GNSS is a foundational tool WAS navigation, it suffers from severe performance
degradation in urban canyons, tunnels, dense forests, or during intentional signal jamming.
Standard GPS systems exhibit position errors ranging from 1 to 10 meters, insufficient for high
precision autonomousavigation.

6.3.2.2 Signal Mapping and RSS Localization
Signal mapping constructs a gspatial model of signal strength from known transmitters across
a region.UAS then comparegeattime measurements to the map to infer positR8Sbased
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localization while less precise than GPS or UWB, offers a-effsictive method in areas with
dense wireless coverage or in GN&hied environments

6.3.2.3 Reconfigurable Intelligent SystemgRIS)

RIS technologies manipulate electromagnetic waves using tunable reflective elements. These
passive/lowpower surfaces can redirect RF signals to overcomeofusgght issues or multipath
fading. RIS can effectively improve communication robustness aiiddfcbeam steering for

UAS flying in urban, hilly, or indoor zones.

6.3.2.4 Cellular and Base Station Localization

By triangulating signals from multiple 4G/5G base statit#sS$ can localize themselves without
GNSS. This method supports hybrid positioning systems, where cellular signals act as backups
when satellite navigation is unreliable. Cellular localization scales well across urban environments
and integrates seamlessly éxisting telecom infrastructure.

6.3.2.5 Digital Twin -Enabled MIMO Networks

Massive MIMO systems combined with digital twina realtime emulation of the physical
worldd enable extremely accurate localization. Fingerprinting techniques leverage signal patterns
at specific locations to matddAS measurements and determine position with centirietet
accuracy. This is especially powerful in environments with rich signal diversity and structural
complexity.

6.3.2.6 LoRa-Based Localization

LoRa is a lowpower, widearea network protocol that allows for lightweight, lesdigtance
communication. LoRa localization methods are advantageous ird&i&d environments such
as subterranean, mountainous, or jubsaster zones. With a range exceedingkdDin open
terrain, LoRa modules can ke"g\S networked in sparse infrastructure conditions.

To synthesize the strengths and traffe across the sensor modalities explotid teanpresents

a comparative performance table. This table includes key evaluation criteria such as accuracy,
effective range, power consumption, and known limitations. The intent is to highlight how no
single sensor meets all needs, underscoring the importance ofcdroach.

Table12. Sensor System Performance Comparison

Sensor Type Accuracy Range Limitations
Optical Camera Low-Medium(image | Short(~50m) Weather/lighting
dependent) sensitivity
LiDAR Lite v2 High(~1-2cm) Up to 40m Requires line of sight
moderate power dray
Long-Range Radar | Medium(~1030cm) | Over 250m Bulky, expensive
(ARS51x)
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ShortRange Radar | High(~10-30cm) 100-300m Indoor bias, limited

(DWM1001, UWB) coverage area
GNSS (ZEDF9P) Low-Medium(2:-10m) | Global Susceptible to urban
canyon signal loss
Digital Twin-Enabled| Very High (cm Environment wide Requires extensive
MIMO Level) fingerprinting and
simulation
LoRaBased Medium (meters) 2-15km Low data rate,
Localization infrastructure
dependency

This table supportheselection of sensor technologies tailored to application needs. For example,
LoRa may be ideal in emergency response zones, while MIMO fingerprinting is more suited to
precisiondemanding urban operations. It is advisable to integrate these findinghenié\$
system design pipeline and adapt sensor usage dynamically based on mission profile

6.4 Proposed3D Cubic Cell Flight Lane Structure

In this proposed system, airspace is quantized into 3D cubic cells, each with a fixed spatial
dimension.UAS are restricted to moving within and between these cells, akin to virtual flight
corridors.

This concept draws from the notion of digital highways in the akiy to how traditional vehicles

are guided by lane markers and roadways. By discretizing space into predefined vidligies,

longer operate in an unbounded 3D space but instead within a structured grid. These lanes in the
sky enable systematic navigation, predictable motion, and coHisserrouting.

Each cube acts as a virtual checkpoint and is governed by access control protocols. OAI$ one
(or a safetycompliant number) can occupy a cell at a time, and transitions between cells must
satisfy precondition checkmcluding:

1 No imminent entry by anoth&fAS;
1 Adequate clearance from static or dynamic obstacles
9 Continuous localization updates to verify position

1 Spatial quantization also facilitates discrete vertical layely®§S can fly at specific
altitude levels like floors in a buildintherefore ensuring separation of mission types (e.g.,
delivery vs.emergency response) or traffic density.

Advantages of this method include:

Predictability: With all UAS adhering to griealigned paths, movement is no longer random or
ad-hoc but coordinated and scheduled.
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Deconfliction: Automated systems can monitor and manage WH&S are in which grid zones,
issuing commands to delay, reroute, or hold as necessary.

Interoperability: Enables integration into larger UAM ecosystems where drones, air taxis, and
emergencyJAS share airspace.

Safety AssuranceThe grid system supports logical and physical geofencing, rapidly detecting
and reacting to violations.

Moreover, each cell can be overlaid with metadata from the environment, such as RF signal maps,
obstacle presence, or priority zones. This metadata, updated-tmreaénhances conteatvare
navigation. In future implementations, artificial intelligermoelld autonomously allocate cells and
forecast traffic congestion across the grid using histodé& motion data. For instance, machine
learning could optimize flight paths to minimize energy usage while avoiding likely bottlenecks.

The implementation of 3D cubic flight lanes thus marks a pivotal shift in how airspace can be
safely democratized for maskAS operations, making use of existing sensing, positioning, and
communication technologies to ensure robust-duleen autonomy in the sky.

6.4.1 Grid Construction andJAS Tracking

Each cell is assigned a globally unique identifier (Cell ID), typically generated from its position in
the 3D matrix using its X, y, and z indices. This enables seamless lookup, referencing, and routing
algorithms. The airspace is then partitioned intoesoor volumes, each comprising hundreds or
thousands of such cells. These volumes can represent air corridors over urban areas, restricted
government zones, emergency lanes, or commercial delivery routes.

Once the grid is definet AS use a combination of positioning technologies (GNSS, RSS, MIMO,

INS, and LoRa) to determine their réathe position. This position is continuously mapped to a

grid cell by dividing theUAS6 s coor di nates by the defined cel
integer. EachUAS6s state i1is stored and wupdated i n &
management system, often tied to a UAS Traffic Management platform.

Advanced implementations may incorporate:
1 Spatial indexing techniqués.g., octrees,-k trees) to optimize positieto-cell mapping.

1 Temporal granularitywhere time slots are assigned to e&bhS for specific cells to
prevent temporal collisions.

1 Flight reservation systemshereUASfibook 6 t heir path through
cells.

1 Edge computingenabling local computation of grid occupancy and trajectory planning in
reattime with minimal latency.

To ensure safe transitions, thdS6 s onboard system must check t
unoccupied and that transition metrics (e.g., speed, altitude, risk factor) are within threshold. If
not, rerouting or loitering behavior is triggered. The continuous data fusion of environnuestal ¢
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with cell assignments suppottatdynamic geofencing areas can be instantly restricted or released
for safety or emergency events without requiring mabued intervention.

6.4.2 Operational Advantages

The adoption of a structured 3D grid brings numerous advantages-teorddlUAS operations,
transforming previously aboc free flight into a manageable, scalable, and safe aerial ecosystem.

1 WeatherResilient NavigationWith radar and R#based technologies integrated into the
sensing loopUAS are no longer reliant solely on optics or GNSS. Even during signal
attenuation or low visibility, accurate cell determination is maintained.

1 Simplified Conflict Resolutiorinstead of computing complex 3D collision vectors, the
system only needs to monitor occupancy of adjacent or upcoming cells. This simplifies
deconfliction algorithms significantly.

1 Dynamic Mission PlannindJAS can adapt their missions-flight. For example, a drone
assigned to deliver a package can be rerouted via a different cell corridor if traffic is
detected ahead, or if a priority mission (like a medical delivery) is assigned precedence.

1 Smart Zoning Specific altitude layers or columns of cells can be designated for specific
use cases: commercial, recreational, emergency response, or inspection. This logical
zoning reduces interference and streamlines regulation.

1 Redundancyand Handover SupportAs UAS move between grid zones governed by
different infrastructure (e.g., moving from a LeRaabled rural area to a cellulamabled
urban core), the system supports seamless handover without loss of positional integrity.

9 Digital Twin Integration Each grid cell can be linked with a digital twin environment that
predicts weather, signal quality, or crowdinguiding UAS to safer, more efficient paths
in real time.

1 Regulatory TransparencyBy monitoring whichUAS occupy which cells and at what
times, regulators gain unprecedented insight into aerial behavior, allowing falrilaa
rulemaking and rapid incident response.

The grid system transforms the sky into an organized infrastructure space, not unlike the road and
rail systemsgpeoplerely on. It opens the door to federated, safe, and intelligent management of
increasingJAS traffic, laying the groundwork for truly autonomous aerial mobility at scale.
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6.5 Conclusion

The evolution ofUAS operations is driving a transformation in hawe understand and manage
airspace. This report has presented a comprehensive examination of how hybrid sensing systems
leveraging both onboard sensors and infrastructemdanced technologiesan dramatically

improve UAS collision avoidance and operational reliabilifyraditional reliance on standalone
optical sensors and GPS is insufficient in modern scenarios involving urban denskigede®

zones, and weathehallenged environments. Through a thoughtful integration of radar systems,
LoRa localizationdigital twin-enabled MIMO, and RSBased signal mappingAS can maintain
situational awareness far beyond the limits of their individual components. The proposed approach
promotes a cooperative and resilient sensing ecosystem, WhA8reynamically respond to signal
environments and infrastructure feedback in real time.

Crucially, the adoption of a 3D cubic cell airspace framework introduces a scalable, modular
solution to the problem of airspace crowding and deconfliction. By segmenting the aerial
environment into discrete volumé&s$AS gain structure and predictability in flight, paving the way

for standardized air traffic management and regulatory compliance.

Key enhancements explored in thishapter include:

1 Embedding FDI mechanisms at the sensor level using analytical redundancy, Kalman
filters, and neural network estimators

1 Implementing reatime geofencing based on hybrid localization inputs, including signal
strength, RISenhanced coverage, and infrastructure overlays
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1 Quantizing space into structured 3D volumes, reducing the probability ofaimid
collisions and supportingJAM models.

This convergence of localization, control, and sensing unlocks the potential fatdngityUAS

operations without compromising safety or efficiency. It forms the basis of what could evolve into

a digitally managed dair traffic grid, 0 acces
survey platforms alike.

Adopting this vision can elevat$#AS deployment from reactive obstacle avoidance to a proactive,
infrastructuresynchronized navigation paradigm that is intelligent,-seiffecting and ready for
global scalability.

7 WIND-INDUCED ROTATIONAL DISTURBANCES IN URBAN
AIRSPACES

7.1 Executive Summary

The proliferation of urban drone operations has intensified the need to understand and mitigate
wind-induced hazards around buildings in complex urban environments. This study employed
high-resolution Computational Fluid Dynamics (CFD) simulations acrassdiverse U.S. cities

(New York City, Chicago, Los Angeles, Dallas) to simulate wind variability over complex urban
canyons. The University of Kansas integrated these wind fields into flight dynamic models,
guantifying control challenges such as osaltgtroll, yaw disturbances, and trajectory tracking
errors. The results identified critical urban wind phenomena, such as corner vortices, shear layers,
and channeling effects that significantly compromise drone stability, especially at the corners of
high-rise structures and complex urban corridors.

The varying levels dfrajectorydeviation observed under different wind intensi{esd reported

in Tables 18 and 19 in Chapter) 8lustrate how streelevel flow patterns, turbulence, and wind
channeling effects can significantly alter UAS beha¥ieren with adaptive controllers in place.

The followingguidancehereforestrengthens the case for integrating higkolution urban wind
modeling into UAS navigation systems. By simulating-specific wind fields in advance,

operators and systems can better anticipate areas of high disturbance, adjust standoff distances,
andimprove both trajectory planning and safety margins

Recommended guidanceBasedon the CFD simulations of urban wind fields, the following
guidance strategies are recommended to improve UAS safety in complex urban environments

91 High-resolution urban wind modeling should be integrated into UAS control simulations
to enhance navigation performance. By incorporatingsgézific wind field simulations
in advance, operators and autonomous systems can better anticipate areafiaainsigni
disturbance, adjust standoff distances accordingly, and optimize both trajectory planning
and safety margins
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1 Sharp 9@degree turns near building corners should be avoided. Instead, smooth arc
trajectories or offset corners should be used to reduce exposure to complex wind patterns
revealed by the CFD.

1 Before flight, operators should perform ghght assessments of wind conditions using
available hyperlocal sensors or rale forecast tools to anticipate gust potential and
identify periods of calmer conditions.

This guidancecan be integrated into distance recommendationsreaklime UAS decision
support systemdt also alignswiththeF AAGs ur ban integration goal ¢
grounded roadmap for enhancing urban UAS safety and reliability

7.2 Introduction and Background

The growing use of UAS in urban environments, ranging from package delivery to emergency
response, presents a new set of safety challenges. As drones are increasingly deployed in low
altitude airspace, understanding the aerodynamic complexities of utbagssbecomes critical.

Unlike rural or open environments, cities create unique airflow disruptions due to tall buildings,
street canyons, and irregular infrastructure. These structures interact with natural wind patterns to
generate intense turbulenceysts, and shear layers that may compromise UAS stability,
navigation, and control.

Urban wind flows are highly sensitive to microscale factors such as building height variability,
street orientation, and surface heating. Prior studies (e.g., Chrit and Majdi. 2022, Chrit et al. 2023,
Oke, 1987; Coceal et al., 2007; Fernando, 2010) hayidfnted how urban morphology can lead

to highly localized wind behaviors that standard meteorological tools fail to capture. Microscale
modeling approaches like CFD provide the resolution necessary to analyze these effects. Research
by Britter and Hanna(2003) and Tominaga and Stathopoulos (2013) demonstrated the
effectiveness of CFD in capturing vortex shedding, flow separation, and wake dynamics in
complex built environments. These models have also been validated against wind tunnel
experiments and fidldata.

With UAS operations expanding rapidly, especially in metropolitan areas, the FAA has identified
urban integration as a key focus. This study supports that effort by predictingmairaéd
hazards in urban environments. By combining CFD simulations wittiatanodeling performed

by KU and realworld operator feedback, this research can provide actionable guidance to help
mitigate the risks of urban drone operations.

7.3 Methodology

This research employed a combination of khigbolution CFD modeling and exp@nformed
operational analysis to evaluate wirelated risks in urban environments. The methodology
consisted of the following core components:
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1 Urban Geometry and Model Setup:3D models of New York City (Atlantic Heliport,
Manhattan), Downtown Chicago, Downtown Los Angeles, and Downtown Dallas were
reconstructed using building geometry data fromenStreetMap. Each model captured
key features such as building height, orientation, and density, which are critical to resolving
microscale wind flows. The models included representative downtown areas known for
existing or proposed UAS operational attyie.g., vertiports).

1 CFD Wind Field Simulation: The CFD simulation approach was inspired by Chrit and
Majdi (2022), using a coupled mesosealeroscale framework. The CFD simulations
employed the SIMPLE algorithm (Chrit and Majdi 2022), capturing microscale urban wind
phenomena such as flow separatishear, and vortex shedding within the roughness
sublayer. The mesh was refined near building edges and rooftops, providing detailed
resolution of critical flow structures relevant to UAS stability.

1 CrossCity Case Study Comparison:The four cities were selected for their variation in
urban morphology and climate. A comparative framework was used to prevesptestic
wind guidance and provide robust operational guidance.

1 UAS Control Modeling: The CFDderived wind fields were integrated by thaiversity
of Kansageam into UAS flight dynamic models to assess control challenges, focusing on
roll, pitch, and yaw deviations and quantify the separation distancebfndding corners.

1 Expert Interviews: Incorporated insights from UAS and urban wind experts to validate
findings and refine guidance.

7.4 Results and Discussion

1 New York City: CFD simulations of the East 34th Street Vertiport in Manhattan revealed
strong wind variability over short distances, driven by the dense building layout and
proximity to the East River. Figuredlshows how the canydike structure of narrow
streets and highse walls created accelerated flows and frequent wind shifts, while
vortices formed behind tall structures may destabilize UAS during lateral and vertical
maneuvers. Figuredlalso confirms the presence of strong sh&hich complicats hover
stabilty and approach paths.
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Figurel7. Results from CFD simulation of urban wind patterns in New York City.

1 Chicago: In Chicago, CFD simulations indicated substantial wind variafidre lake
breezes may also introduce additional vertical wind shear, wihtelmsifiesin late
afternoon hours. Figur&5 highlights the wind acceleration along wesist avenues,
creating corridor effects similar to NYC, with notable shear lines present. Wind
convergence and Venturi effect (wind acceleratiorgre especially observed near
intersections where buildings of different heights created uneven flow profiles. The
transition betweerwide streets and densely packed zones created localized hazardous
zones that must be accounted for during -Bittude UAS operations, especially at
building corners, near riverfrontsr nearelevated structures.
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Figurel8Resul t s from CFD simulation of wind fl ows
Los Angeles:In Los Angeles, the combination of dense downtown zones, coastal marine
airflows, and sloped terrain created a complex and layered wind environment. Fégure

shows results from CFD simulations during an extreme event that revealed rapid shifts in

wind speed and direction, particularly along streets, where the channeling effect of the
buildings may intensify gusts during sea breeze events.
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Figurel 9. Resul ts from CFD simulation of wind fl ows

Downtown Dallas: In Dallas, although the terrain was relatively flat and there were no
coastal influences, Figull& shows that the moderatiensity skyscrapers created localized

accelerations and swirling eddies, particularly at building corners. This underscores the
need for UAS operators to maintain safe distances from building edges, particularly during

storm eventsvhen windinduced instabilities are amplified.
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7.5 Conclusion

This study confirms that urban wind variability, shaped by building geometry, weather, and terrain,
creates significant challenges for small UAS operations.-#gblution CFD simulations in four
cities revealed complex patterns like shear layers, cooréices, and accelerated flows that can
destabilize drones near buildings and rooftops. To complement the CFD findings, the University
of Kansas used a UAS flight dynamics madethowthat standard Plbased controllers struggle

with gusts and shear. faracking accuracy also decreased in areas of intersecting wakes,
highlighting the need for redime wind-aware trajectory planning and adaptive control systems.
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Together, these insights were used to develop operational guidance for safe lateral and vertical
standoff distances, trajectory shaping, andfligét wind checks. The outcomes support FAA
integration goals and provide a foundation for refining operdtistaadards, realorld testing,

and adaptive control development to ensure safe, reliable urban drone operations.

Future research should focus on conducting operational urban wind simulatiomgyntddlight

tests with instrumented drones to validate simulation results and refine guidance. Developing
adaptive control systems with raahe wind tuning and expandif@FD analysis to more cities

will improve generalizability. Integrating these findings with urban wind sensor networks like the
WindAware platform (Chrit and Majdi, 2024) can also enhance mission safety and flexibility.
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8 AUTOMATIC FLIGHT CONTROL

8.1 Executive Summary

Failures of automation include the failure of a flight controller to prevent UAS Loss Of Control

(LOC) due to exigencies, such as an (onboard) flight control actuator failure or (external) severe
weather events. The team declares that fault detectiog@tnitn by either hardware or software
implementations are sutptimal, because they require prior knowledge of all failure types. As

such, the team studied the ability of a rangeesilient controllers to survive, such as rudder

failure and severe weatheonditions. The team concludes that adaptive controllers are worthy of
further study, and that Machine Learning (ML) algorithms provide superior performance over

other implementationdt is not practically possible to test or simulate every combination of
failures, uncertainties, environmental conditions, and interactions across the operational design
domain as the input/fault space grows combinatorially. Consequently, adaptivelemsthait can

rapidly and reliably compensate for unmodeled dynamdsdisturbances have shown promise

for fast, boundedransient adaptation under uncertairtipwever, these methods are still in the
developmental phase, and their integration into safetical systems will require updated and

holistic verification and validation (V&V) methodologies that go beyond traditional software
certification practices Based on Subject Matter Expert ( S|
control o approach, when a single adaptande f | i ¢
transient adaptation.

CFD models of both nominal and extreme wind fields provide excellent representations for the
simulation of UAS performance in uncertain weather. In particular, simulations of the performance
of a UAS control system responding to simulated wind fields eaanbessential element of the
process leading to certification of the control system. However, the most important wektes

issue for UAS (and UAM) safety during flight in an urban environment is knowledge of the
wind/weatherat the landing zoneProvisions for weather stations and navigational aids at the
landing zone are the most likely mitigations for weather uncertainty to enhance safety. Based on
SME input, in addition to safety enhancement, such services would provide support for air
ambulance ad other emergency vehicle decisiorakers as they make gofgo decisions for
deployment.

The figure below illustrates the guidance within the overall architecture of a UAS. The blue
components are the new elements of this guidance. Each box (e.g., Perception, Sensors) contains
example®f what else is running in that module.
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Figure21. Process diagram for flight control guidanGetidance from this chapter is in blue.

8.2 Introduction and Background

There is a desire in industry to move towards increased automation of UAS opedattonsmy

is ddined as the ability to independently choose how tot@etchieve goals. An autonomous
system is comprised of several subsystemscluding sensory, decisiemaking,
communication/navigation, propulsion, and actuatidithough the FAA has issued detailed
guidance for the airworthiness certification of Unmanned Aircraft Systems and Optionally Piloted
Aircraft (e.g.,FAA Order 8130.34D), the majority of small UAS operating under 14 CFR Part
107 (i.e., aircraft weighing less than 55 pounds) are governed primarily by operational
regulation® such as requirements foemote pilot certification, visual linef-sight operations,

and operating restrictions. These small UAS do not require formal airworthiness certification,
unless the intended operations fall outside Part 107 provisions and necessitate a waiver or
certification pathway. Because of this exemption, the sova$ market has beehooded by low
guality consumegradeUAS (a.k.a. drones). Currently, many existio@\S are equipped with
low-quality but inexpensive commerciaff -the-shelf systems without propesr(in many cases
minimum) engineering, manufacturing, and quality control practices. The compleXibASf
missions is another factor to be considergdich can lead to failuredn this work, potential
automation failures abeyrelateto automated operations of UAS are studiedexplored Focus

is placedon UAS failuresrelated taflight test operations and automated flight cont@iliidance

on ways to mitigate such failures is provigd#ten validated using flight tests and simulations.

8.3 RecommendedGuidance

In this section, guidance, engineering best practices, and mitigations to address failure in UAS
autonomy are presented. In addition, validation using flight tests and simulations is presented in
this section.

93



1)

2)

3)

4)

5)

6)

Artificial intelligence (Al)xbased flight control offers an approachpassivedault-tolerant
control which can have improved performance over other control techniques. (See Section
8.3.], 8.3.2and8.3.4. Thereinforcement learning (Rkhased control method even has

the potential to control multiple aircraft without being specifically designed for each
aircraft showing the possibility to handle different aircraft dynani8=e Sectio8.3.2.
Architectural choices of flight controllers play a major role in ensuring an adaptive
controller is adequate and performs as intenbtegractice, robu$tidaptive architectures,

such as L adaptive control, are synthesized to meet trajediagking objectives and to
mitigate adverse onboard conditions (e.g., turbulence, sensor/actuator degradation) by
providing bounded transients and uniform performance in the presence of uncertaihties an
unmodeled dynamics(See SectioB.3.])

Machine learning offers approaches for improving UAS dynamic models.

a. In SectionError! Reference source not found, the crossentropy method is
presented. The method has the potential to be applied online during flight to capture
changes in aircraft dynamics under adverse onboard conditions.

b. In Section8.3.4 the use of machine learning and a bank of previous flight test data
to model the lateradlirectional dynamics of UAS is presented. The approach has
the potential to improve UAS dynamic models using existing flight test data
collections without the need perform complex flight test maneuvers for aircraft
modeling.

Extreme wind shear, turbulence, and vorticity significantly degrade flight performance and
aircraft maneuverability, particularly during lealtitude operations in urban
environments. The unpredictable nature of these wind patterns can lead to autonomy
failures, including loss of trajectory tracking, instability during tight turns, and
compromised flight path contrallo mitigate these risksiavigational corridors must be
adaptively managedin response to changing environmental conditions. Under periods of
high wind loading, certain corridors may requiegnporary restriction or closure to
prevent loss of contro{See Sectio8.3.5

Designing guidance, navigation, and control algorithms for aircraft operating in urban
environments, care should be exercised to avoid catastrophic failures in navigation and
tracking due to weather conditions. (See Sedi@mH.

While simulationbased failure assessment offers a-edfgctive and scalable means for
evaluating UAS performance, substantial discrepancies remain between simulated
outcomes and reaborld flight behavior, especially under les&control or adverse
onboard conditions. Developing a modular, empirical software toolkit for UAS would
provide a lowcost alternative for modeling pefgtilure dynamics and enable rapid
prototyping of recovery strategigSee Sectiofrror! Reference source not found).

Figure21 above indicates where the above guidance fits in an overall UAS autonomy diagram.
The above guidance are identified using blue font in the diagram

8.3.1
Failures in actuation can be mitigated using control methods that are either more robust to failures
or sense and adapt to failures. Methods such as #ine referred to as fattilerant control. Faut

Control Mitigation and Flight Test Validation
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tolerant control is divided into two subsectioRassiveFault TolerantControl (PFTC) and active
fault-tolerantcontrol. PFTCuses a static controller structure that achieves fault tolerance using
robust control techniques with a range of expected faults and system uncertainties. Active fault
tolerant control instead uses a failure detection and diagnosis algorithm to sersmithence of
failures and update the controller in réate via changing parameters.

Two advanced control methods are being investigated as strong candidates for PFTC sirategy: L
adaptive control and flight controller trained using Abased methods.;ladaptive control is a
novel, robust adaptive control method with the ability to &astptwithout sacrificing robustness
(Hovakimyan & Cao, 2010)Two of the main advantages of hdaptive controller over other
adaptive methods (e.§lodel Reference Adaptive Contr(Butler, 1992) are: 1) no need for a
priori information,and?) a fast adaptation is achieved by decoupling the adaptation loop from the
control loop Figure22). An Al-based advanced optimization method allows us to train control
policies to perform complex behavisuch as control reconfiguration in flight in the event of loss
of effectiveness of a control surfatce achieve similar stability and tracking performance of the
system. LongShort-TermMemory (LSTM) architecture is used to facilitate the adaptation ability
of the controllerswith the help ofthe memoryfunctionality of LSTM neurahetworks Figure

23). This study (Chowdhury & Keshmiri, 2022has shown that the method has relatively lower
performance tradeffs for robustness than other methalsch as LQR(Figure24).

Control Law LPF
u

— L > Gz + kg —2=p  C(s) 7>

S

;: ~ Y
%= An2 + Blu+0z) ——¢(5

State Predictor

6 = I'proj(é, —z(z — z)" PB) [¢

Adaptation Law

Figure22. L, adaptive control design
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Figure24. Al-based flight controlPerformance comparison of Adnd LQRbased controllers during a
tight tracking task.

Figure25 shows flight test validation and verification of &nd Albased flight control methods.

2D trajectory tracking performance of a racetrpektern of both control methods are shown in
Figure25a andFigure25b, respectively. To check for the ¢
of effectiveness of a control surface, rudder effectiveness was reduced programmatically to three
degradation values: 0%, 50%, and 100%, dutimge consecutive racetrack loops for both

controllers.Figure25c shows uncertainty is— estimated by Lcontrol method is increased as

the rudder degradation is increased, showcasing its adaptive ability. By contpgurep5b and

Figure 25a, it can be seen that Ahased method outperformed the ¢ontrol methods by a
significant margin in the 2D tracking performance for the same degradation values, showcasing
the potentials of Abased methods as PFTC.
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Figure25. Rudder degradation flight test

8.3.2 Reinforcementlearning flight controller for fixed-wing UAS

Since designing aircraft flight controllers is complex, expensive, and time consuming, the
interchangeability of flight controllers between different aircraft platforms has been an active
research area. The development of interchangeable, verifiable doghbllers for fixedwing

UAS was studied i€Chowdhury & Keshmiri, 2024bA modetfree deefReinforcement.earning

(RL) algorithmd called proximal policy optimizatiah trains the Rkbased control policy. Instead

of using highfidelity dynamic models, the RL poliegased controller is trained in simulation
using an engineerinigvel dynamic model. The robustnest the flight controller toward
uncertainty in the dynamic model is improved using randomization of the dynamic model. An
aircraftodés six degrees of freedom model i's u
moden controllers on dynamic models, which are prone to the accuracy of the trim information.
The idea of an interchangeable flight controller is developed by incorporating memory functions
into the policy usind_-STM, a variant of recurrent neural network architecture. The developed
flight controller is uniquely verified and validated in actual flight tests using fixed
autonomous aircraft. The interchangeablelRised flight controller is flightested on an emély
different aircraft, which is the firgif its kind. Its performance is superior to commeroifiithe-

shelf flight controllers and LQM®ased flight controllers explicitly designed for that platform.
Flight test validation and verification data are used to assess flight controller performatioe an
comparison matrices.

The interchangeability of the developed -Based control policy in softwaia-theloop

simulation tests was demonstrated using three different UAS dynamic models. Specifications of
the UAS used in this simulation study areTiable13. UAS with mass values ranging from 4 to

27.2 kg and cruise speed values ranging from 13.7 to 30.8 m/s were used in this study. The largest
UAS among the three, AAr g,uys and };)habost oma mnier oft s o f
magnitude higher thatihe others about its threleody axis.Figure26 shows some of the results

from the study where the same{Rased control policy (trained based on the SkyHunter dynamic
model) was applied to controlling each UAS in a racetrack pattern tracking task. The controller
shows good tracking performances in Ug&ses with stable angular rates showcasing the extent

of the controllerds agnostic ability to signi
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Table13. Specifications ofJAS Used in Simulation Tests

Name of UAS SkyHunter | Boreas | Argus
Wingspan [m] 1.8 2.4 3.6
Mass [kg] 4.0 5.4 27.2
Cruise speed [m/s] 13.7 16.8 30.8
I [Kg-m?] 0.43 0.39 4.72
lyy [kg-m?] 0.73 0.35 6.36
|22 [kg-m?] 0.31 0.33 4.24
35 — Rel ——SkyHunier 3 S Ref —— Boreas 55 - Ref —— Argus
> > >
54 54 54
T a e e wm m m : D @ W N A A 2
€ IS s € IS
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Figure26. Interchangeability simulation tests. (a) Airspeed. (b) Altitude. {D)teajectory.

Pixhawk is one of the most popular and powerful autopilots of choice for small UAS platforms.
Therefore, it was natural fthe teanto compare it with the developed Rlased autopilot system.
Figure 27 shows the comparative airspeed, altitude, adl t2ajectory tracking performance
between these two autopilots. From the performance metrics givieabiae14, the teancan see

t Rb-bawadl sutopilot outperforms the Pixhawk autopilot in every metric and by a
significant margin in airspeed and altitude tracking. ThebR@ted autopilot has about one order
of magnitude better airspeed tracking and five times better altitude trackinghé Pixhawk

thatt h e
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based autopilot. Pixhawk uses Phased singlénput and singleutput control for airspeed,

which suffers from hangff errors, as seen iRigure27(a). Figure27(b) showsthat a maximum

drop of altitude of about 10 m for the Pixhawk autopilot and about 3 in fore  taet@piod s
Figure27(c) showsthat Pixhawk autopilot has a maximum crtrggk error of about 40 m, while

the SkyHunter is coming out of the southwest and southeast corners of the racetrack pattern
(counterclockwiseflight), experiencing tailwind and crosswind, respectively. In contrhst,

t e a aufo@lot has a maximum cressck error of about 30 m at those cornérgure27(c) also
showsthatt h e taatepiobgenerates significantly more consisteit ajectoriesproving

its better disturbance rejection capabilities.

Table14. Performance Metrics of the Comparison Flight Test with Pixhawk autopilot.

UAS Nominal| Wind Dir. & Criteria Pixhawk | RL
Speed | speed [m/s]
[m/s]
Airspeed tracking RMSE [m/s] 20| 0.2
SkyHunter| 14.0 | W 4.5t0 6.3| Altitude tracking RMSE [m] 47| 0.9
Roll tracking RMSE [deg] 47| 4.4
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Figure27. Comparison flight test between Pixhawk andised autopilots. UAS: SkyHunter, Wind: W
4.5 to 6.3 md. (a) Airspeed. (b) Altitudegc) 2-D trajectory

An LQR-based autopilot for each target UAS was developed. These base LQR autopilots had been
flight tested and tuned more than 200 tinfggm et al., 2020)to achieve the highest base
performanceFigure28 compares the flight test results with the LQ&sed autopilot. The flight

test was conducted using Boreas UAS. The guidance parameters, which were tuned specifically
for the base autopilot, were kept the same for both autopilot cases to remove theointipact
guidanceont he contr ol |l er 6s p e rTadeldSshowsthat the Bibgsedr i s o n
autopilot performs similarly to LQR in altitudEigure28(b)], roll, and 2D [Figure28(c)] tracking

and outperforms the LQR in airspeed trackifgire28(a)] by one order of magnitude.
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Table15. Performance Metrics of the Comparison Flight Test With LE¥ed Autopilat

UAS Nominal| Wind Dir. & Criteria LOR | RL
Speed | speed [m/s]
[m/s]

Airspeed tracking RMSE [m/s] 1.7) 04

Boreas 16.0 | SE 2.2 to 3.6 Altitude tracking RMSE [m] 0.7| 0.7
Roll tracking RMSE [deg] 6.3| 6.8
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Figure28. Comparison flight test between LQR and-Based autopilots. UAS: Boreas, Wind: SE 2.2 to
3.6 mst. (a) Airspeed. (b) Altitude. (c)-P trajectory.

8.3.3 CrossEntropy (CE) method for failure modeling

CrossEntropy (CE), a derivativree optimization method with reéime performance, is used to
continuously fit parameters of a locallynear Time Invariant(LTI) dynamic model to the
nonlinear changes in the aiseeFiguad3dd) sowdhyy&a mi c s
Keshmiri, 2024a) The method uses initial model parameters from a phiysissd model and
predeterminedtandard deviation® define a multivariate Gaussian distributidiigre 29). At

the beginning of each cycle of operation, the method uses a moving window of flight data, samples
a number of parameter sets, and performs LTI simulations on the flight data using parallel
computing processegigure31). The method then evaluates each simulated trajectory using a
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objective function, ranks the sampled parameter sets, andtipetiop p% of the best performing
parameter sets to update the distribution parameters for the next iteration. The method repeatedly
updates its distributiorF{gure31) until either error tolerances or a convergence criterion is met.
The method then shifts the flight data window by one timestep and repeats the cycle. The flight
data window length can be varied betweer®d<econds, wheralower window sizeresultsin

faster adaptation and higher generalization error.

(o) @
ey

Sample model Select top p% of Update the

parameters from samples (elite set) sampling

N(u,v) based on distribution
calculated parameters (u,v)
trajectory cost. based on elite set.

Figure29. CE method for Syem IdentificationMain steps of the algorithm
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Figure30. CE method for System l|dentificatipRrediction of pitckrates (Q) during a stall condition.
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Figure31. CE method for System IdentificatipRrogress iterations

8.3.4 Datadriven Machine Learning Methods for Improving Aircraft Dynamics Modeling
Low-fidelity engineeringevel dynamic models are commonly employed while designing
uncrewed aircraft flight controllers due to their rapid development andetfestiveness.
However, during adverse conditions or complex gallowing missions, the unctinties in low
fidelity models often result in suboptimal controller performance. Aircraft system identification
techniques offer alternative methods for finding higher fidelity dynamic models but can be
restrictive in flight test requirements and proaesu This challenge is exacerbated when there is
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no piloton board The teamintroduced, in(Benyamen et al., 20243latadriven ML to enhance

the fidelity of aircraft dynamic models, overcoming the limitations of conventional system
identification. A large dataset from twelve previous flights is utilized within an ML framework to
create an LSTM molatesaldirectional dyndmes. Bhe LSTM ddel howed
some improved modeling over LTI aBeDOF dynamic modelsas seen ifrigure32. A deep RE:

based flight controller is developed using a randomized dynamic domain created using the LSTM
and physicsased models to quantify the impact of LSTM dynamic model improvements on
controller performance. The RL controller performance is condpredther modern controller
techniques in actual flight tests in the presence of exogenous disturbances and noise, assessing its
tracking capabilities and its ability to reject disturbances. The RL controller with a randomized
dynamic domain outperformdiaear quadratic regulator controller and araddaptive controller.
Notably, it demonstrated up to 72% improvements in lateral tracking when the aircraft had to
follow challenging paths and during intentional adverse onboard conditions. The improved
trakking performance for the Rbhased controller flight compared to the other controllers in a
racetrack pattern is seenkigure33 and Table16. Improved RLcontroller flight tracking in a

more challenging (sharp turn) flight maneuver is showfignire34 andTablel17.

| Flight LSTM LTI 6D0F |

“0

860 865 870 875 880 885 890

Figure32. LSTM model showing improved modeling of roll rate (P) and yaw rate (R) compared to the
LTI and the 6 degreef-freedom models.
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Figure33. Improved flight performance for Rhased controller flight (N “2), compared to LQR and;L
flight controllers.Flight test esultspresented fodifferent rudder effectiveness.

Tablel6. Maximum tracking error for the Rbased, LQRand L controllers under different rudder

effectiveness values.

Controller Rudder Effectiveness| Maximum Tracking Error (ft)

RL-based (NN 2) 100 % 50 Eastl
LQR 100 % 71 East
L1 100 % 128 East
RL-based (NN 2) 50 % 45 Eastl
LQR 50 % 69 East
L1 50 % 147 Easl
RL-based (NN 2) 0% 45 Eastl
LQR 0 % 69 Easi
L1 0% 158 East
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Figure34. Improved flight performanceforRhased cont r o)), domparedtd LQREht ( NN
controllerin a more challenging (sharp turn) flight pattern

Tablel7. Maximum tracking error for the RhasedandLQR controlleran a more challenging (sharp
turn) flight pattern

Controller Maximum Tracking Error (ft)
RL-based (NN 2) 254 South
LOR 740 South

8.3.5 Robust and adaptive control techniques can be developed to tackle the impact of adverse
onboard conditionssuch as weather
"O control, a branch of modern control theory, has been utilized to reduce the impact of external
disturbances, such as wind. The lightweight design, low operational ceiling, and higtowind
cruise velocity ratio oJAS make them particularly vulnerable to such disturbances. To address
these challenges) (Kucuksayacigil et al., 202%he teandeveloped afO flight controller that
emphasizes the difficulties sm&alAS face operating in high wind and wind shear conditi@Ds.
controllers are generally categorized into structured and unstructured types. Structured controllers
relate to fixedorder designsThe teandemonstrate that structuredO tracking controllers can
be designed by augmenting the original plant with filters. Once the optimal controller is derived
for the augmented plant, it can be combined with the filter to obtain the optimal controller for the
original plant. The resultaitd controller inherits the order of the selected filter.
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UAS often face significant variability in wind speed and direction due to airflow deflection caused
by buildings in urban environments. This variability can impact flight stability and control. Key
concerns are wind speed, shear, and vorticity variabilitdgd&u changes in winds can lead to
unpredictableUAS behavior. Wind direction changes and erratic wind patterns can make it
difficult for the UAS to maintain its intended flight path.

Simulation results shoing deviations along the flight path without any wind incorporated into the
system appear in the first two rowsl@blel8. Although these deviations are within an acceptable
range, when wind is incorporated, deviations along the streets are larger than the acceptable ranges
(see the 3rd and 4th row dable18). These deviations can lead to catastrophic crashes, with the
largest deviation measuring 59.44 ft. along 2nd Avenue. Consequently, a Proportional Integral
guidance control acting on the waypoints has been integrated into the guidance to improve the
trackingbehavior of the aircraft. The guidance control has reduced the deviations along aJl streets
which can be observed in the 5th and 6th rowalfle 18. The deviation along 2nd Avenue has
been decreased by 53.43% when the guidance control is applied andortieed

‘O controller is used;The wind data near TSS Heliport, New Ypobtained by CFD, have been

used for the simulations. The wind dataFigure 35 represent the instantaneous wind along the
flight path given inFigure36 at an elevation of 289 feefThe aircraft successfullytrackedthe

desired pathwith deviationgemainingwithin acceptabléhresholds despit@ind shearHowever,

the deviationshighlightedby the blue rectanglesn Figure 36 represenipotential crashzones,

which could arisefrom unmodeleddynamicsor oscillations inthe longitudinalor lateralmotion

of theUAS.

Table18. Deviations from the reference trajectory in feet. (GC: Guidance control).

Deviations along the streets
Wind | GC | Controller Used | 37"St | 34"St | FDR Dr | 2" Ave
Off Ooff | O 3.741t| 3.36ft 3.35ft] 2.43ft
Off Off | LQT 4.68 ft| 4.60 ft 2.39ft] 2.85ft
On Ooff | O 42.71 ft| 46.26 ft| 40.87 ft| 53.79 ft
On Off | LQT 46.45 ft| 51.35ft| 46.67 ft| 59.44 ft
On On | O 14,57 ft| 23.64 ft| 17.481ft| 25.05ft
On On | LQT 18.13ft| 29.12ft| 16.42ft|] 31.01ft
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Figure35. Wind used in controller simulations. Normalized wind, and translational impact of wind in the
body coordinate system: u,and w.
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Figure36. Dashed white path is the reference flight path, and the grgeath is the simulated 2D flight
path with NY wind given irfFigure35when the fixeebrder'O controller and guidance control is
applied. The possible crash areas are marked with blue rectangles.

Wind amountwas increaselly 25%and50 % from its original values, as shown kgure35, to
evaluate the effects of higher wind shear. The results of different wind scales are priesented
Table19. Along 34th Street, deviations from the flight path increased by 113.92% and 197.84%
for wind increases of 25% and 50%, respectively. Similarly, the deviations aléryénue
increasedby 71.18%and 152.22%or the samewind increments.Such deviationsfrom the
predefinedpath can causea catastrophic failure, as the deviaticen® more than thenaximum

width of the street (sed-igure 37 and Figure 38). Moreover, these results demonstrate that the
increase irdeviationis not proportional taherisein wind amount. Sucmonlinearities shoulte
considered wheplanningflights on dayswith adversewnind conditions.

The UAS pathkracking performance significantly degrades when the wind magnitude increases
by factors of 1.25 and 1.5. When the wind magnitude is raised by 1.25 or greater factors, the aileron
and rudder rates must exceed their acceptable limits to traglath with permissible deviations.

High wind conditions adversely impact the guidance, resulting in significant deviations from the
desired pathwhich can lead to a catastrophic crash. These substantial eratie 19) can be
interpreted as failures of the UAS autonomy algorithm. When designing guidance, nayvagation
control algorithms for aircraft operating in urban environments, care should be exercised to avoid
catastrophic failures in tracking due to weather conditiBotential measures to avoid failures are

to monitor the environmental conditions (e.g., wind conditions) and to properly plan the flight
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trajectories given the environmental conditions. Depending on the UAS capabilities, flight may
not be permitted if the environmental conditions exceed certain thresholds.

Table19. Deviations from the reference trajectory with different scales of wind d&igume35. (GC:
Guidance Control)

Deviations along the streets

Wind Scale| GC | Controller Used | 37"St | 34"St | FDR Dr | 2" Ave
x1 On | O 1457 ft| 23.64ft| 17.48ft] 25.05ft
x1.25 On | O 15.89 ft| 50.57 ft| 19.59 ft| 42.88 ft
x1.5 On | O 27.63 ft| 70.41ft| 27.88ft| 63.18 ft

-

Figure37. 2D flight path with NY wind in scale of 1.2%h(magenta ) and 1.5if bluei) of the wind
data inFigure 35 with the fixedorder'O controller and guidanoeontrol. The failure areas are marked
with red rectangles.
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Figure38. 3D view of the failure of guidance with NY wind in scalelo25(in magentd ) and 1.5in

blueT) of the wind data ifrigure35 with the fixedorder'O controller and guidance control. This figure
is a closer view of the crasinea: red rectangle area on the lower left palRigiire37.

8.3.6 Dynamic Modeling Representation Failures

Finding an accurate estimation of uncertainties in the phsised dynamic model of aircraft in
adverse onboard conditions is the precursor to developing an effective failure mitigation plan and
control strategy. The nonlinear and unsteady dynamicg@féiin adverse onboard conditions
involve inertial coupling between the longitudinal and latdiedctional motions. Additionally, in

the absence dflean Time Between Failures (MTBRihd onboard diagnostic systems, there is no

a priori information abauwhat has failed and to what extent. Advanced onboard diagnostic
systems are heavy and expensive, prohibiting their applications in small UASs. A more suitable
approach is the datd&riven dynamic modeling approach, based on the generateebinpuit data

which has minimum reliance on prior knowledge of the system dynamics, can learn from the
observed data, and scales naturally with the

Failure testing could be completed with lower cost and difficulty through a simulzdsed
approach. However, the different impact of failures in simulation versus reality is a sparsely
researched topic. Due to this, the comparison between simulatiaearftight was performed

for the aforementioned loss of effectiveness failure. The simulation was performed in a hardware
in-the-loop simulation environment using an engineetagel physicsbased model of the aircraft

and the same guidance, navigatiand control algorithms used in the flight test. This limits the
difference between simulation and flight to differences in dynamic model and differences in
operating condition, as no wind or sensor noise is present in the simulation. The differences are
highlighted below m Figure 39 and Figure 40. In the flight test, the reduction of aileron
effectiveness increased tracking error for roll angle, leading to decreased lateral tracking at 70%
degradation and complete loss of tracking at 15%. However, simulation results do not follow this
same trend. Aaileron effectiveness is decreased in simulation, instead of a large increase of roll
angle tracking error, the phase delay in the tracking of commanded roll angle reference is
increased. At 70%, this delay is so small that the change in performangdigilee However,
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at 15%, the delay increases to a point such that the aircraft begins to oscillate laterally, constantly
overshooting the commanded path instead of tracking it. These differences emphasize the
importance of improved modeling of these failures and increasidgrstanding of failure impact

on aircraft dynamicsDeveloping a modular, empirical software toolistmilart o t he USAFO
DATCOM) tailoredfor modelingUAS even in postailure dynamicsvould provide a lowcost

alternative fomodeling UASpostfailure and enable rapid prototyping of recovery strategies
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Figure39. Lateral state and path tracking of degradation during flight test.
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Figure40. Lateral state and path tracking of degradation during hareiwahe-loop test.

8.4 Conclusiors
The following conclusions may be drawn from the foregoing results:

1. Adaptive controllers offer a cosfffective alternative to heavy and expensive hardware
based failure detection systems. Faalérant control strategies mitigate actuator failures
either passively using robust designs likeiladaptive contrd or actively through real
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time fault detection and controller reconfiguration. adaptive control enables rapid
adaptation without requiring prior fault knowledge by decoupling the adaptation and
control loops. Albased controllers, such as those using LSTM networks, autonomously
reallocate control Hilight and manage complex nonlgrefailure modes. Compared to
traditional methods like LQR, both approaches demonstrate superior robustness and
adaptability in degraded flight scenarios. Validation flight tests under rudder effexgs/e
degradations (0%, 50%, 100%) confirmed their adaptive capabilities, wittortrol
showing increased estimated uncertainty antd#@ded methods achieving higher trajectory
tracking accurady highlighting their potential as passive fatdterant control solutions.

. Developing interchangeable flight controllers for fixethg UAS is an alternative for
popular PID controllers with limited robustness in the LOC. A mdas RL-based
controller, trained using proximal policy optimization with randomized dynamics,
demonsrated robust performance across significantly different UAS platforms and in the
presence of adverse onboard conditions. Incorporating LSTM enabled mieaseq
adaptation, allowing transferability without retraining. Flight tests showed that the RL
contoller outperformed both commercial Pixhawk and platfepeacific LQR controllers,
especially in airspeed and altitude tracking. Softwastheloop tests confirmed
generalization across UAS with varying mass, inertia, and flight characteristics. Overall,
the RL-based autopilot achieved superior resiliency, tracking consistency and disturbance
rejection, validating its potential for scalable, adaptive UAS control.

. Machine learning based modeling techniques like-tige CE method can make flight
controller dynamically aware to dramatic changes in the dynamics of UAS. They can
extract nonlinear and unsteady behavior of aircraft in the LOC using flight data. The
appoach balances fast adaptation with generalization. -lidelity models often
underperform under adverse conditions, leading to suboptimal control. To overcome this,
an LSTMbased dynamic model trained on twelve prior flights was developed to capture
laterd-directional dynamics more accurately than LTI @d®F models. This model was
integrated into a randomized domain for training a deep RL controller. The RL controller
was validated in real flights, outperforming LQR andadaptive controllers, especially
under disturbances. It achieved up to 72% improvement in lateral tracking in complex
maneuvers. Performance gains were demonstrated through racetrack axidrahféigint

tests.

. The teamds f | i gh-based eesedrch (iracolidborationnwith thet Nohn
Dakota University Team) indicate that extreme wind shear, turbulence, and vorticity
significantly degrade flight performance and aircraft maneuverability, particulariygd
low-altitude operations in urban environments. The unpredictable nature of these wind
patterns can lead to autonomy failures, including loss of trajectory tracking, instability
during tight turns, and compromised flight path control. The study revislt
conventional control strategies, such as Linear Quadratic Gaussian controllers, often fail to
maintain precise trajectory tracking when subjected to abrupt changes in wind dynamics.
However, integrating robust control techniquesi W f i n i t yrol, (withEajlapticeo n
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guidance control algorithms demonstrates a significant improvement in maintaining
stability and trajectory accuracy.

While simulationbased failure assessment offers a -effctive and scalable means for
evaluating UAS performance, substantial discrepancies remain between simulated outcomes and
realworld flight behavior, especially under les&control or adverse owiard conditions. These
discrepancies undermine the reliability of simulation results for safdtgal tasks such as
certification and operational risk assessment. The absence of standardizedpwpen and
inexpensive empirical modeling tools for UA ompar abl e to the USAFO®:
conventional aircraft limits the accessibility of validated aerodynamic and failae models

tailored to small UAS platforms. Developing a modular, empirical software toolkit for UAS would
provide a lowcost alternave for modeling posfailure dynamics and enable rapid prototyping of

recovery strategies.
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9 PERCEPTION

During the first two years of the projett,h e te#oasidcissed on evaluating and forecasting
the perception capabilities of UAS, specifically their effectivenedstiectingand avoiding other
drones operating iemall airspace environmentsith high UAS density such as urban centers.
Early in this phasethe teamidentified a key limitation in publicly available drone image
datase® namely, a lack of diversity, particularly in images depicting small drones captured at
long distances. To addressgstlgap,the teamconducted a targeted data collection campaign,
acquiring a substantial volume of lengnge drone imagery. These efforts culminated in the
release of theong Range Drone Detection (LRDD) datasetrsions 1 and (1, 2].

To further enhance dataset diversihe teanmexplored the generation of synthetic drone imagery
using graphical simulation platforms sucH.aseal Engine (UE[6]. The teanthen evaluated the
detection performance of statéthe-art object detection models, including tieu Only Look
Once YOLO) series[10], trained on a combination of the LRDD datasets and synthetically
generated images. Experimental results demonstrated that trainirig with  tceratech Gatasets
significantly improved detection accuracy, especially for small drones at exteigtances.

9.1 Executive Summary

In the third yearthe teamexpanded h e tdataset dyscollecting an additiorz0,000 real

world imagesf drones captured at long range; labeling of this new data is currently in progress.

In parallel,the teangenerated0,000 synthetic imagewhich the teanplansto incorporate into

the next release of the LRDD dataset. To improve the realism of these synthetic images and reduce
artifacts introduced by the simulation procefise teamapplied domain adaptation using
CycleGAN translating them fronthe synthetic domain to a more photorealistic representation.
Both real and enhanced synthetic images will be integrated RD version 3 scheduled for

release later this year.
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Recognizing that most current detection algorithms reduce input resolution (e.g., to 640x640),
resulting in loss of fingrained image detaithe teaminvestigated techniques to preserve high
resolution information. One such meth&licing Aided Hyper InferenceéS@AHI) [20], processes
high-resolution images by slicing them into smaller patches compatible with the input dimensions
of existing object detectors. This approach avalden samplingand significantly improves
detection performance by preservipigel-level details. Given the increased computational load
introduced by patchased processintghe teanmfurther explored the use @fLIP [22], a popular
visionrlanguage model, as a gikkering mechanism.The teamassessed its effectiveness in
selectively identifying image patches likely to contain drones, thereby reducing the number of
patches that require full object detection inference and improving overall efficiency.

Beyond detectiort, h e twerk ails6 addressed the broader issugA% selfassessmeninder
degraded visual conditions. Just as human drivers may choose to pull over during dense fog when
visibility is compromised, autonomous UAS must be capable of evaluating their perception quality
and making decisions accordingly. This ssdtessmensicritical for safe operation in adverse
conditions such as heavy rain, smoke, fog, or snow. To support this capah#gityeam
investigated severalmage quality asessment metricshat correlate with object detection
performance and can be applied without requiring reference imBigeseamdentified a set of

metrics suitable for onboard use in raie, enabling autonomous systems to assess the reliability

of their visual inputs and adjust their behavior accordingly.

Recommended guidanceThe teangivesthefollowing vision-related guidance and its reasons.

- Enhance long-range data set to assess visiema s e d perception al
performance as a function of the target distance

To address limitations in existing datagetsarticularly in longrange detection, environmental
variability, andaccurate range estimatidrihe teandeveloped the LRDD dataset during the first
two years of the project. In the third yedine teamreleased LRDDv2, an enhanced version
containing 39,516 imagesncluding over 8,000 frames with precise grodndgh distance
annotations. LRDDv2 significantly expandsthet as et 6 s di versity in ter
lighting variations, occlusion scenari@)d backgroundomplexity. Most notably, it introduces
long-range distance data, enabling detailed analysis of visaged perception algorithm
performance as a function of target distance. This makes LRDDv2 the first drone delaiztsezt

to explicitly support performance benchmarking over fomgge scenarios, filling a critical gap in
current drone perception researcii.h e t effonn 6ostinues in further expansion and
enhancement of LRDD datasets.

- Project future vision-based algorithm performance

Usingt he t LLRBDvA glataset,the teamevaluated drone detection performance by
implementing the statef-the-art objectdetector YOLOT h e t resalt:m$hewed that detection
accuracy is highest at close range (<100 ft), with performgecerally declining significantly at

longer distances. When incorporating the SAtdimework,the teamobserved similar trends;
however, the accuracy drop at longer ranges was much less seveege st i ng SAHI 6s
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in enhancing longange detection. Despite its advantages, SAHI introducesgrficant
computational overhead. To preserve image resolution, SAHI divides each image into 20+
overlappingpatches and applies a full object detector to each one, increasing processing time and
computational load bgpproximately 20x compared to standard detection pipelines. To address
this challengethe teamis exploring a mordightweight alternative using piteained contrastive
models. This method rapidly evaluates imagtpes fopotential object presence by generating
contrast scores, which are then combined into an attention heatmdyealimap guides a focused
object detection pass only on likely regions, greatly reducing computational demand while
maintaining accuracylhe teambelievesthis approach is webuited for future UAS detection
systems, especially thosperating under tight weight and power constrainth. e t angoimg s
research continues to refine this methodologydatworld deployment.

- Develop a metric to determine perception quality threshold for terminating UAS
operations for safety

Certain adverse environmental conditi®rsuch as rainstorms, heavy fog, snow, or sandstbrms
can significantlydegrade camesbased perception, potentially requiring the termination of UAS
operations for safety. To understaheé impact of such degradation on drone detectienfeam

first fine-tuned YOLOVS ont h e  treabwvorfd slataset, LRDDand eval uated the
robustness by introducing salhdpepper noise at varying SigaatNoise Ratio (SNR)evels to

the LRDD test set. The results revedleat even minor reductions in SNR led to substantial drops
in detection accuracy, highlighting the sensitivity of vislmased models to image quality
degradation. This findingighlights the need for an onboard image quality assessment metric that
enables UAS systems to autonomousialuate perception reliability in real time and make
informed operational decisions. Traditional image quatistrics such as SNR, Peak Sigtal

Noise Ratio (PSNR), and Structural Similarity Index Measure (SSIM) arpradical in UAS
operations, as they require access to both pristine and degraded versions of the samhbisbene
are rarely available in realorld settings. To overcome thihe teamexplored two naeference
image qualitymetrics: Blind/Referenceless Image Spatial Quality Evaluator (BRISQUE) and
Deep Bilinear Convolutional Neuréletwork (DBCNN). To evaluate the effectiveness of these
metrics,the teancreated a synthetic dataset using UnEaajine 4.27 and AirSim, simulating a

3D urban environment undéwur weather conditions: clear, light fognoderate fog, and heavy
fog. The teamthen finetuned YOLOv1l on cleawveather images and assessed detection
performance under increasing fog intensity. As expected, detection accuracy declined with
worsening fogconditions. Both BRISQUE and DBCNN showed a reasonable correlation with
detection performance, suggestimgptential for reaworld application. However, some
inconsistencie$ particularly under light fog conditiods indicate the need for further analysis
and refinement of noeference image quality metrics for UAS percepsgstems.

The data created in this project is available upon request from the Pl David Han at Drexel.

9.2 Long-Range Drone Detection (LRDD) Dataset

Previously the teanpublished the LRDRJataset [1]a comprehensive training dataset aimed to
alleviate the scarcity of practical drone detection datasets. This dataset encompassed a set of
differentUAS types, flight patterns, variations in altitude, and environmental conditions. It is also
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suitable for urbamperational scenariadue to its inclusion of different backgrounds and distant
targetscaptured within complex city environmenihe dataset consists of 22,500 images having

a resolution of 1920x1080 pixels and depicts multiple drones within certain frames. As the dataset
was intended to capture videos of drones at substantial distances, it led to image frames where the
drones ocapied 50 or fewer pixels. It also showcases various weather conditions, illumination
variations, and scenas with occlusion and drone blending with the background. Existing datasets
for object detection using drone images pose limitations, including limited volume, insufficient
variety in terms of lighting, climatic conditions, backgrounds, camera anglesblanding.
Additionally, many of these datasets lack lamagge images featuring smaller dron€ne
significant limitation of currently available drone datasets, including LRDD, is the lack of object
range information, which is essential for effectradlision avoidancerhis omission poses a major
challenge in training computer vision algorithms for autonomous drone operations, where spatial
awareness and distance estimation are critical for safe navigation.

Since publishing LRDDv1the teamhas expanded the dataset and published LRDD22 [
comprising 39,516 images, and offering diverse environments and scenarios. Among; #0€se,
annotated images include range informgtione n hanci ng t he datasetods ut
capable of estimating distances to drones. Distinctive in its emphasis erafa@eydrone imagery,

these images are crucial for the development of detection models that effectively identify drones

at great distances, where they appaamere specks against vast backgrounds. In continuation,

the teanmenumeratethe most significant challenges that the presented dataset asvietkows.

Long Distance ImagesThe dataset features a substantial number of images capturing drones up
to distances of 350 ft from the camera. This inclusion of-lamge imagery is vital for enhancing
prediction models specifically designed for distBi&S detection, a key requirement for real

world applications. Such diverse distance coverage ensures that detection systems trained on this
dataset are wefprepared for practical surveillance challenges. An illustrative example of long
distance drone imagingithin this dataset is prested in Figur&5.

Moving Camera Reflecting realistic operational conditions, the dataset incorporates sequences
where not only the drone is in motion, but the camera is also moving. This addition presents a real
world challenge that enables the training of more robust detection models.

Occlusion LRDDv2 contains a variety of cases where drones are partially or fully occluded by
objects such as trees or bridges. Fi@ggdisplays an instance of a drone that is partially obscured
by tree leaves.

Background BlendingT h e t datasetdnsludes a range of images where drones blend into the
background. Figurelddemonstrates this challenge with a drone operation in an urban park setting,
wherethetUAS6 s appearance i s congruent with the en\
recognition for detection.

lllumination Challenges Collected under different lighting conditions, from bright daylight to the
low light of the evening, the dataset also tackles common issues like glare. F8guxemplifies
such a scenario where glare affects the visibility of the drone.
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Weather Conditions The dataset features images taken in various weather conditions, enhancing
the robustness of detection under different meteorological scenarios. The weather categories are
as follows: 1) Sunny, 2) Clear, 3) Cloudy, and 4) Rainy. FigQi#ustrates an example captured

on a cloudy day.

Multiple Object Detection In many instances, the dataset presents the challenge of detecting
multiple drones within a single scene. Figdgehighlights this by showing two drones, with one
drone blending into the urban architecture.

Diverse BackgroundsLRDDv2 extends across different environments, from urban to rural
settings, which aids in training models on a wide array of backgrounds. The main background
categories are City, Grass, Sky, and Water. Figdrportrays an example captured in a rural
setting that also includes multiple drones, thus addressing two mentioned challengesAZigure
displays the background distribution within the proposed dataset.

Figure41l. Exampleof a drone captured at a long distance
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Figure43. Example olUAS blending into an urban park environment, illustrating the challenge
of detecting drones against complex backgrounds within the LRDDv2 dataset.
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Figure44. Example of a drone image featuring a glare challenge
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Figure45. Example of a drone captured in a rural environment under cloudy weather conditions
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Figure46. Example of ComplexXJAS Detection Scenario from LRDDv2: Aerial view showing two
drones, with one exhibiting neperfect background blending against an urban structure, posing a
significant challenge for detection algorithms

Figure47. Example showcasing three flying drones in a rural environment, addressing two challenges:
diverse surroundings and the presence of multiple drones
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9.2.1 Data Collection

The images in the dataset were collected using the DJI Mavic Air 2,drappable of collecting

1080p 30 fps video footage, as well as using cellular cameras (iPhone 12/15 Pro Max and Google
Pixel 6) capable of capturing 30 fps 1080p video footage. In both cases the camera collected video
footage of other drones, which were thé& Mini 3 and the DJI Mavic Pro. The footage includes
many scenarios, including multiple and single drone frames, diverse backgrounds, and a wide
range of distances from the camera.

9.2.2 Data Preprocessing

To extract the images in the dataset, frames from the video footage are sampled at regular intervals
of 10 fps. These images are then synchronized with the range information collected from the flight
logs of the drones. The range information collectechbydrone includes height and distance from

the home point where the flight began. In the case of a stationary cellular camera collecting footage
at ground level, the absolute distance from the drone is calculated with the following formula:

0Qi 0 AE AT 00 O 4 MO "OQ @D

For aerial footage, both the drone and camera start from the same home position. The horizontal
distance is calculated using GPS coordinates (latitude and longitude) of the drone and camera,
applying the haversine formula. The absolute distance is themdeéd using the following
equations:
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Figure49. lllustration of distance calculation in the dataset in the case of the footage being collected by
an aerial drone.

Figure43 shows an illustration of the distance calculation process, highlighting the relationship
between the horizontal distance, height delta, and absolute distance in the case of footage being
collected by an aerial drone. Data was labelled using the YOLO toBo#h manual and assisted
bounding box generation methods were used. For the automated bounding box generation, a
sample of manually labelled imagess used astraining data for a YOLOvV5 algorithm to
automatically detect possible matches. This progessds up labelling and allows for the boxes

to merely be tweaked by the labeler. For it@nual labelling and bounding box correctitime
opensource Pythotbased software Labellmg was used. This tool provides a simple GUI to create
and edit bounding boxes and then automatically generate the labels in YOLO format.

9.2.3 Dataset Benchmarking

The teamevaluated the YOLOv8m model for performance improvements brought about by the
LRDD v2 data through a strict benchmarking mechanism across a number of datasets that included
Dronevs-Bird [3], Detfly [4], andUAS-Detect [5]. This detailed study focused on the adaptation

and realization of YOLOv8 model under different datasets and detection scenarios. The
benchmarking process focused on two primary metrics: mean Average Precision (mAP) at loU
threshold 0.5 (MAP@5@nd mAP measured over IoU threstsofdom 0.5 to 0.95 (MAP@50

95), offering details both on the precision of detection at a common threshold as well as a more
fine-grained assessment across a range of detection accuracies.
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The experimental results presented in T@f8lshow the performance of the YOLOv8m model in
detecting drones across different datasets, which include Detfly A&dDetect, when trained

with differentdatasetombinations: Dron@s-Bird, LRDDv2, and both datasets.

As shown in Table0O,t he model 6s perfor mance
on the union dataset of Drowe-Bird and LRDDvV2, yielding the highest mAP@50 and mAP@50
95 scores for both the Detfly akbAS-Detect evaluation datasets. Training the model exclusively

on LRDDvV2 yields better inference outcomes on both evaluation datasets compared to using the
Drone vs Birds dataset alone; however, the most effective results are obtained when training

nNcreases

incorporaes both datasets together. Téihancement highlights the complementary nature of the
Dronevs-Bird and LRDDv2 datasets. While the DreveBird dataset provides a broad range of

general drone and bird images, the LRDDv2 dataset introduces specific challenges inherent to

drone detectionincluding longrange detection capabilities, varied lightingnd scenarios

involving blending and occlusion.

The improvement in model performance on the Detfly dataset in the mAP@50 metric is from

0.376 to 0.463, and for mMAP@B8B, it increased from 0.14 to 0.26 when trained on aggregated
datasets, allows a conclusion that the model acquired better skills tmlgeEnever diverse

scenarios. Equally on théASDetect dataset, training with the two datasets provides a noticeable

boost that increases the mAP@50 from 0.510 to 0.644 and the mAS®LfE@M 0.22 to 0.32.
The improvements represent the strength broughthb LRDDv2 dataset to the model when

dealing with challenging drone detection scenarios.

The results provide strong evidence for the benefit of using varied training data, espleeially

LRDDv2 dataset that is specifically tailored towards the subtle difficulties in drone detection at

long range. The improved performance on both Detfly Bid®b-Detect evaluation datasets
emphasizes the significance of challenging and comprehensive datasets in the development of

drone detection technologies.

Table20. YOLOv8 detection accuracy on Detfly atbAS-Detect using different training datasets.

Training Dataset

Evaluation Dataset mAP@G50 mAP@5(-95

Drone-vs-Bird Detfly 0.376
LRDDv2 Detfly 0.458
Drone-vs-Bird+ LRDDv2 Detfly 0.463
Drone-vs-Bird UAV-Detect 0.510
LRDDv2 UAV-Detect 0.562
Drone-vs-Bird+ LRDDv2 UAV-Detect 0.644

0.14
0.27
0.26
0.22
0.30
0.32

9.2.4 Detection Probability Versus Bounding Box Area

An essential component of drone detection algorithm evaluation is the investigation of how
detection likelihood correlates with bounding box dimensions, which serve as a proxy for the

UAS6 s range fr om t thisstudyahe teamegeraged thé YOt Ov8m model
trained on three scenarios: the DreusBird dataset, the LRDDv2 dataset, and a combination of
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Dronevs-Bird + LRDDv2 datasets, to explore this relationshippgure 44 visualizes the
probability of detection by bounding box area across these scenarios.

The figure demonstrates a dependency of detection rates on bounding box sizes. As the distance
increases (represented by smaller bounding btotea fixed objedt, the detection probability
decreases across all training scenarios. YOLOVS trained on-WsaBied alone shows the lowest
detection probabilities, especially for smaller bounding boxes. In contrast, training on LRDDv2
yields better results, and the hegih detection rates are observed when YOLOVS is trained on the
combination of Drone&/s-Bird + LRDDv2, showcasing the complementary strengths of both
datasets.

This pronounced decline in detection probability with decreasing bounding box sizes highlights
the critical need for datasets tailored to leoagge drone detection. The development and
refinement of models to improve thdong-range detection capabilities is indispensable for
addressing the challenges posed by detecting digiastin realworld surveillance applications.

YOLOvS trained on Drone-vs-Bird
YOLOvS trained on LRDDv2
YOLOvS trained on LRDDV2 + Drone-vs-Bird
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Figure50. Detection Probability by Bounding Box area (pixel): The graph shows the YOLOv8m
model 6s detection probability as a func

9.2.4.1 Progress Toward LRDDv3

Since publishing LRDDvZhe teanmhascontinued to collect data to improve the size and diversity

of the dataset. Particularly, version 2 had a large number of city and sky backgrounds, but limited
grass and water backgrounds. Additionally, the number of imaden during unfavorable
weathemwaslimited, and the number of images with drone distance information was only a small
portion of the dataset. To fill in these gafte teancollected an additional 30k images, all with
distance information. Thesmages also contain many collection days in rainy and snowy weather
conditions and with water and grassckgrounds. Figuretb-47 showexamples of the increased
diversity in images collected for the final version of LRDOMe teams currently processing the
range metadata and labeling drone instances in the collected images and will publish the completed
version 3 of the dataset later this year.
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Figure51. Example of a drone captureger a river in rainyveather conditionsRain droplets on the
drone camera lens produced blurry images, reflecting the conditions.
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Figure52. Example of a drone captur@dsnowy conditions.
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Figure53. Example of a drone capturadth water and grass in the background.

9.3 Simulated Image Data

9.3.1 Generation of synthetic images and their utility proven in th# gear effort

To further expand dataset diversity beyond what can be achieved througtoreaimage
collection alonethe teamexplored theuseof simulation as aomplementaryapproach. This
strategy not only supports the development of more robust detection algdrithiso enables

the generation of datasets tkatompasa broader range of conditions and operational scenarios.
In the projedd second yeathe teanutilized UE version 4.276] to simulate drone imagery across
diverse backgrounds and viewpoint$ie use of simulation also allowedbypassof manual
annotatio® bounding boxes and other labels essential for training are automatically generated
with precise accuracy, as all groutrdth information is inherently known within the simulated
environment.

As described in detail in theecondyear report, a 3D forest environment was createdEmsing

publicly available maps, and five drone modetiesigned in SolidWorks and imported via the
DataSmith plugid were placed into the scene to simulate diversewedd scenarios. A Python

script using the AirSim module then positioned a virtual camaerandom locations to capture
annotated images and segmentation maps, allowing automatic extraction of bounding boxes for
training data. The 3D models of the drerage depicted in FigudB. A samplegeneratd image

andits scene segmentati@reshownin Figure49, while Figure50 shows an image capturing a
drone inaforest in low lighting conditios The 20,006mage UE dataset includes 500 images per
drone model across four environments, with varied lighting (day and night), distances, and random
orientations, positioning the target drone within the central region of each image to reflect real
world data distributionsFigure51 shows the distribution of the draisebounding box location in

the 20,000 Unreal Engine images.

The usefulness of the simulated dataset was evaluated using YOLOv8m by measuring mAP on
three realworld datasets: DetFly, Drone Detection, &mS Detect. Training with UEgenerated
simulated data improved detection performance compared to training without it, particularly when
using an 80/20 trainingalidation split.

127



Figure54. Five drone models

Figure56. Sample of a nigkhtime generated image
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Figure57. Bounding box heatmap
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Table21. Performance of YOLOv8m trained with or without simulated data.

Trained Models DetFly Drone Detection UAV Detect
mAP50 | mAP50-95 | mAP50 | mAP50-95 | mAP50 | mAP50-95
DvB50 0.462 0.22 0.66 0.282 0.58 0.288
DvB50+UE 0.475 0.24 0.66 0.282 0.574 0.306
DvBZ0 0.461 0.226 0.645 0.292 0.61 0.328
DvB80+UE 0.487 0.238 0.677 0.3 0.575 0.304

9.3.2 Generative Adversarial Network (GAN) for dataset augmentation

The second phase bfh e tasgmemtatson process addresses the critical issue of domain shift
between synthetic and reabrld drone imagery. While synthetic data is valuable for scaling and
diversifying training datasets, the visual differences between domains can impair model
performance. This section outlines halae teammitigated this issue using CycleGAN [15] for
unsupervised imagm®-image translatioriWhile synthetic data provides a scalable and controlled
means of generating diverse training samples, a persistent chaiethgediomain shift between
synthetic and realorld imagery. This shift arises from visual discrepancies such as texture,
lighting, and noise patterns, which can lead to a drop in model performance when transitioning
from training on synthetic data to depiment in realworld settings.

9.3.3 CycleGAN For Bridging the Domin Gap

Generative Adversarial Networks (GANSs) [16] are a class of deep learning models composed of
two competing networks: a generator and a discriminator that are trained simultaneously in a
minimax game. The generator attempts to produce realistic data sawtpleghe discriminator

tries to distinguish between real and generated data. This adversarial training process enables
GAN s to generate highuality, realistic images, making them especially useful for tasks involving
domain adaptation.

Cycle Consistency GAN (CycleGAN), a type of GAN, is particularly vgeited fort he t eamé s
needs as it enables unpaired imémgénage translation, a critical feature given the lack of
corresponding readynthetic image pairs in drone detection datasets. It ensures cycle consistency,
meaning the translated image can be mapped back to itsabfigim. This mechanism preserves

the structural integrity of objects (e.g., drones) while allowing the translated images to adopt the
appearance characteristicstioé target (realvorld) domain. As a result, CycleGAN helps reduce

the domain gap without altering underlying annotations, making it ideal for enhancing the utility

of synthetic datasets.

9.3.3.1 Implementation Details

The teantrained CycleGAN using 6,500 synthetic images generatdteidE dataset and 5,500

real images curated from various draetated datasets. To ensure compatibility with high
resolution inputstheteama d j ust ed t he model 6s | oad size to
images were selected to closely resemble the synthetic environments in terms of background and
object appearance, facilitating more effective domain transfer Thé result of this translation
process is referred to as tHE_CycleGANdataset, a set of synthetic images visually aligned with
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realworld conditions while retaining precise annotations from simulation. Fig2ii#ustrates
examples of synthetic images and their corresponding translations into the real domain using
CycleGAN, highlighting the enhanced visual realism achieved through domain adaptation.
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Figure58. Comparison of synthetic images (left) and their Cycle@reslated reaflomain counterparts
(right).
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